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1. HTTP & 3K 5 ma B 4% =X

1. The format of the HTTP request and response

1) HTTP GET i 3K, {E1E KA AIHFEAE HTTP URL s
1) To request with HTTP GET, write the contents of the request in the HTTP URL.

2) WARZ FEAHIESHNE AR E, RECYATRERE: W25 EZSH 2
WHE, WERIIZEREEEE S .
Bl EHECE  /cgi-bin/network?uid=XXXXXXXX
WEE /cgi-bin/network?dhcp=08&uid=XXXXXXXX

2) If there is no configuration parameter behind the question mark, it is the query configuration
to return the current configuration information;If the configuration parameter behind the
question mark is set, the configuration parameter returned to take effect after the success is set.
For example

Query configuration /cgi-bin/network?uid=XXXXXXXX

Set the configuration  /cgi-bin/network?dhcp=08&uid=XXXXXXXX

3) VR IR IGCA A A 7 i ST R AR A B, A
<?xml version="1.0" encoding="UTF-8"?>

<fault>

<value>describe the value</value>

<reason>describe the reason</reason>

</fault>

3) The cause of the error returned in the response message when the request failed. Message
format for example

<?xml version="1.0" encoding="UTF-8"?>

<fault>

<value>describe the value</value>

<reason>describe the reason</reason>

</fault>

2.CGl BEO%|F

2. The interface list

FFS | #RH URL ik
No. The requested URL Description
1 /cgi-bin/getuid?username=xxxx&password=xxxx FRHL user id

Request user id

2 /cgi-bin/keep_alive?uid=XXXXXXXX Lok
Keep alive
3 /cgi-bin/getinfo?uid=XXXXXXXX WEEE

Version information
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4 /cgi-bin/getcapabilities?uid=XXXXXXXX VAL S
capabilities
5 /cgi-bin/reboot?uid=XXXXXXXX A
reboot
6 /cgi-bin/factory_reset?uid=XXXXXXXX WEW ®E
Restore default Settings
7 /cgi-bin/network?uid=XXXXXXXX ¥R £ i
network
8 /cgi-bin/time?uid=XXXXXXXX S (]
time
9 /cgi-bin/videoencoder/getcapabilities ?uid=XXXXXXXX e T AR
Video encoding
capabilities
10 /cgi-bin/videoencoder?uid=XXXXXXXX A 2 A i B
Video encoding
configuration
11 /cgi-bin/audioencoder/getcapabilities Puid=XXXXXXXX HhgmiL pe 1145
Audio encoding
capabilities
12 /cgi-bin/audioencoder?uid=XXXXXXXX AN I B
Audio encoding
configuration
13 /cgi-bin/osd?uid=XXXXXXXX 0OsSD
14 /cgi-bin/image?uid=XXXXXXXX K15
image
15 /cgi-bin/ptz_ctrl?stop=1&uid=XXXXXXXX = B
PTZ
16 | /cgi-bin/motion?uid=XXXXXXXX Bl
Motion
17 /cgi-bin/getmodel?uid=XXXXXXXX IREIA 45 25
Model
18 /cgi-bin/user_management?uid=XXXXXX i Dak=¢:
User Management
19 /cgi-bin/snapshot.cgi?uid=XXXXXXX PR A%
snapshot upload
20 POST /cgi-bin/OnvifFirmwareUpgrade HTTP/1.1 [ 12 28

Upgrade Firmware

21




ccneam

3. OB

3. Interface specification

IPC HTTP CGI 154114

B 5 7 B g H /cgi-bin/getuid 2 T 3REL user id, HoAth D#E T ZIGE user id. User id 60
FOHERT, R Ja TR B EBE R userid. BN INIER cgi #1002 5 EHT AR B R], a0
R TE) A 15 KAE XA user id ANKAL, 7] LUA#E H /cgi-bin/keep_alive 2 F R FF OBk

First you need to get the user id using the /cgi-bin/getuid interface. The other interfaces

need to authenticate the user id. User id timeout for 60 seconds, user id needs to be requested

again after expiration. After each successful request cgi interface to recalculate the timeout, if

there is no request for a long time and hope user id does not expire, you can use the

/cgi-bin/keep_alive interface to keep the heartbeat.

3.1 FREX userid
3.1 Get user id

/cgi-bin/getuid?username=xxxx&password=xxxx

SR SHE 73
Parameter name Parameter value Description
username R IPC FHF 4
Letters and Numbers IPC username
password RPN H 7 IPC 215
Letters and Numbers IPC password
M S FR) 4 3C
Response message
K& A& i::pa
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> TERATS, uid f& XXXXXXXX
<Uid>XXXXXXXX</uid> The request was successful, uid is
XXXXXXXX
400 <?xml version="1.0" encoding="UTF-8"?> RN HUR I
<fault> Failed to get parameters
<value>/cgi-bin/getuid</value>
<reason>error, parse parameters</reason>
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> SR 4 R
<fault> Failed to get username
<value>/cgi-bin/getuid</value>
<reason>error, parse username</reason>
</fault>
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400 <?xml version="1.0" encoding="UTF-8"?> FREUE Y 5 W
<fault> Failed to get password
<value>/cgi-bin/getuid</value>

<reason>error, parse password</reason>

</fault>
400 <?xml version="1.0" encoding="UTF-8"?> B ER
<fault> Wrong password

<value>/cgi-bin/getuid</value>

<reason>password error</reason>

</fault>

3.2 LBk
3.2 Keep alive

/cgi-bin/keep_alive?uid=XXXXXXXX

e s &Y SHME iR

Parameter name Parameter value Description
uid S id, @i /cgi-bin/getuid 4% 13211 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
Mg 17 4 4 SC
Response message
K& NE iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> TR AT
<keep_alive>true</keep_alive> The request was successful
400 <?xml version="1.0" encoding="UTF-8"?> RS HR I
<fault> CaHmn J32 3 S5 76 HoAth cal B2 i
<value>/cgi-bin/keep_alive</value> SRS AT RE B, R SO E
<reason>error, parse parameters</reason> B
</fault>
Failed to get parameters
(This response message may also
appear in the request of other CGI
interface error, the following will
not be repeated explanation)
400 <?xml version="1.0" encoding="UTF-8"?> FREX uid 2R
<fault> U J32 3 S8 £ HoAth cal B2 i

10
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<value>/cgi-bin/keep_alive</value>

R AT RE L, N SCAMEE

<reason>error, parse uid</reason> SR

</fault>
Failed to get uid
(This response message may also
appear in the request of other CGI
interface error, the following will
not be repeated explanation)

400 <?xml version="1.0" encoding="UTF-8"?> uid F iR B DA R AL
<fault> CHEma RV B AE Al cal £2 1

<value>/cgi-bin/keep_alive</value>
<reason>uid error</reason>

</fault>

R AT RE L, N SCAMEE
N )

uid error or invalid timeout

(This response message may also
appear in the request of other CGI
interface error, the following will

not be repeated explanation)

3.3 FRERERER

3.3 Version information

/cgi-bin/getinfo?
/cgi-bin/getinfo?uid=XXXXXXXX

YEH: getinfo BCA I 7 44 B B D IAIE R IR, T DU OEM IS S A1 MAC Hidik,
RN EVGEZ J5, AT BLRBGR % BT A 15 2

Note: When getinfo is not added with user name or password authentication, it can output OEM

information and MAC address. If authentication is added, all information of the device can be

obtained.
SR SHE 73
Parameter name Parameter value Description

uid 2GR id, 383 /cgi-bin/getuid 4% 121 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

M) )87 ) SC

Response message

REG
Status
code

S
Content

ik

Description

11
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200

<?xml version="1.0" encoding="UTF-8"?>

<info oem="MC400L" mac_address="F0:00:00:29:06:9F"/>

R . SHIMER:
oem: WH/ME
mac_address: MAC ) i hil-
The request was successful. The
value of the parameter is:

oem: device model

mac_address: MAC physical address

200

<?xml version="1.0" encoding="UTF-8"?>

<info kernel="Linux 3.18.30 #15 PREEMPT Fri Mar 30
15:27:46  CST 2018 armv7!" filesystem="MC400L"
sn="EFO000000029069F" oem="MC400L"

mac_address="F0:00:00:29:06:9F"/>

R . ZHMELZ:
kernel: A IZARA
filesystem: XA RGRA
sn: FERTAE

The request was successful. The
value of the parameter is:

kernel: Kernel version

filesystem: File system version

sn: Product serial number

3.4 B &

3.4 Get capabilities

/cgi-bin/getcapabilities?uid=XXXXXXXX

e s €Y

Parameter name

SHME

Parameter value

ik

Description

uid 2R id, @i /cgi-bin/getuid 32 21 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

M) )87 FJ i SC

Response message

K& N Hd
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> HRBTI. ZHIME 1 XK, 0 A3CFF.

<capabilities video="1" audio="1" ptz="0"/>

video: &75 RN
audio: &7 X FFEM

ptz: 2 HHFz G

The request was successful. The value of parameter 1

is supported, 0 is not supported.

12
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video: Whether to support video

audio: Whether to support audio

ptz: Whether to support PTZ

3.5 B
3.5 Reboot

/cgi-bin/reboot?uid=XXXXXXXX

AR ¥ 2734

Parameter name Parameter value Description

uid SR id, @i /cgi-bin/getuid £z 13 EI1) id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

M 17 4 4 SC

Response message

K& NE iR

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> TR
<reboot>true</reboot> The request was successful.

3.6 IREH] WE

3.6 Restore default Settings

/cgi-bin/factory_reset?uid=XXXXXXXX
/cgi-bin/factory_reset?retain_network=1&uid=XXXXXXXX

SH AW

Parameter name

SHE

Parameter value

ik

Description

uid

SER A id, @i /cgi-bin/getuid 2 45311 id
User id for the session. The id passed through the /cgi-bin/getuid

interface.

retain_network

= 1

Number 1

1: BT 2 RE R E .
1: Represents that restoring the factory will retain the network

configuration of the device.

M 7 P4 S

Response message

13
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K& HE 73
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> 15 R T
<factory_reset>true</factory_reset> The request was successful.

400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR I
<fault> retain_network Z¥{ R it & 1, £ H RS
<value>/cgi-bin/factory_reset</value> 4
<reason>retain_network 0 or 1</reason>
</fault> The retain network parameter can only be 1.

The rest of the parameters are wrong.
400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR I

<fault>
<value>/cgi-bin/factory_reset</value>
<reason>retain_network: NULL</reason>

</fault>

retain_network ZHUN 7 N i, EIRETIR.

When the retain_network parameter is empty,

an error is reported.

3.7 MERE

3.7 Network Configuration

/cgi-bin/network?uid=XXXXXXXX
/cgi-bin/network?dhcp=08&uid=XXXXXXXX
/cgi-bin/network?ipaddr=192.168.4.65&netmask=255.255.255.0&gateway=192.168.4.1&uid=XX

XXXXXX

/cgi-bin/network?dns1=114.114.114.114&dns2=8.8.8.8&uid=XXXXXXXX
/cgi-bin/network?port=80&uid=XXXXXXXX

SE AR SHME iR
Parameter name | Parameter value Description
uid ZEM A id, i85l /cgi-bin/getuid £z 113 2117 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
dhep M5 Option ): 1 5 JH DHCP, 0 %E/] DHCP
1 1 Enable DHCP, 0 Disable DHCP
0
ipaddr IP Hihik
IP address
netmask TR
Subnet mask
gateway ZES:iRilx
Gateway address
dnsl 4G DNS
Preferred DNS
dns2 #% H DNS

14
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Standby DNS

port #5580 BM 1000 & | i1
65535 Server port
Numbers 80 or from

1000 to 65535

M 7 P4 3L

Response message

REG NE i3
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> HRIN. SHER:

<network macaddr="XX-XX-XX-XX-XX-XX"
ipaddr="192.168.0.10"
gateway="192.168.0.1"
dns2="8.8.8.8" port="80"/>

netmask="255.255.255.0"
dns1="114.114.114.114"

macaddr: MAC Huti:

dhcp: 1 3 FH DHCP, 0 Z%H] DHCP
ipaddr: 1P Mk

netmask: FRIHEND

gateway: [ ICHLIL

dnsl: 4G DNS

dns2: %] DNS

port: i [

The request was successful. The
value of the parameter is:

macaddr: MAC address

dhcp: 1 Enable DHCP, 0 Disable DHCP
ipaddr: IP address

netmask: Subnet mask

gateway: Gateway address

dns1: Preferred DNS

dns2: Standby DNS

port: Server port

400 <?xml version="1.0" encoding="UTF-8"?>
<fault>
<value>/cgi-bin/network</value>

<reason>dhcp: 0 or 1</reason>

S dhep iR
(HADSH MR IR I, AE
=) 2=

</fault> Parameter dhcp error
(Other parameters similar to the
wrong tips do not repeat the
explanation)
3.8 Hf[A]

3.8 Time

15
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/cgi-bin/time?uid=XXXXXXXX

/cgi-bin/time?timezone=GMT+08:00&uid=XXXXXXXX
/cgi-bin/time?update_method=MANUAL&year=2017&month=11&day=30&hour=8&min=08&sec=
0&uid=XXXXXXXX
/cgi-bin/time?update_method=ntp&ntpaddr=pool.ntp.org&port=123&uid=XXXXXXXX
cgi-bin/time?update_method=ntp&ntpaddr=pool.ntp.org&port=123&update_period=60&uid=XX
XXXXXX

e s &Y SHME iR

Parameter name Parameter value Description

uid ZERIA 7 id, 383 /cgi-bin/getuid 4 1B 21 id
User id for the session. The id passed through the /cgi-bin/getuid

interface.

timezone &I ( Option ): I [X

GMT+00:00 Time zone
GMT+01:00
GMT+02:00
GMT+03:00
GMT+03:30
GMT+04:00
GMT+04:30
GMT+05:00
GMT+05:30
GMT+05:45
GMT+06:00
GMT+06:30
GMT+07:00
GMT+08:00
GMT+09:00
GMT+09:30
GMT+10:00
GMT+11:00
GMT+12:00
GMT+13:00
GMT-01:00
GMT-02:00
GMT-03:00
GMT-03:30
GMT-04:00
GMT-04:30
GMT-05:00
GMT-06:00
GMT-07:00

16
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GMT-08:00
GMT-09:00
GMT-10:00
GMT-11:00
GMT-12:00
update_method I Option ): T
MANUAL Update method
NTP
P2P
year e &
Numbers year
month e Ay
Numbers month
day i H#A
Numbers day
hour BT N
Numbers hour
min o orh
Numbers minute
sec e eh
Numbers Seconds
ntpaddr NTP fil %45 Hhdik
NTP server address
port 7 80 HiM 1000 &= | NTP 45 #s i O
65535 NTP server port
Numbers 80 or from
1000 to 65535
update_period B\ 60 ZE 999999 | ntp [FIG1E]KE, 18] R 8] DLRD Ay s
Numbers from 60 to | ntp synchronization interval, interval time is in seconds
999999

M 7 P4 S

Response message

REG NE i)
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> R IN. SHER:

<time

timezone="GMT+08:00"
ntpaddr="pool.ntp.org"
current_time="2017-11-30 08:00:00"/>

update_method="ntp" | timezone: Ff[X
port="123" | update_method: B 5=
ntpaddr: NTP AR 4528l
port: NTP AR 5% 2% 1
current_time: 4R i [A]

17
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The request was successful. The
value of the parameter is:

timezone: Time zone
update_method: Update method
ntpaddr: NTP server address

port: NTP server port

current_time: Current time

400 <?xml version="1.0" encoding="UTF-8"?>
<fault>

<value>/cgi-bin/time</value>
<reason>timezone error</reason>

</fault>

ZH timezone 1%
(HAMS B R PR R, AE
SR

Parameter timezone error
(Other parameters similar to the
wrong tips do not repeat the

explanation)

3.9 MgmiLRE 15

3.9 Video encoding capabilities

/cgi-bin/videoencoder/getcapabilities?uid=XXXXXXXX

e 5 €Y SHME

Parameter name Parameter value

ik

Description

uid 2R id, @i /cgi-bin/getuid 32 1521 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

M) )87 ) SC

Response message

REG N Ei:13%)

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> HRET. SENER:

<video_capabilities>
<stream1>
<encode_mode name="H264">

<resolution name="2592X1944">

</resolution>

<resolution name="1080P">

<framerate_range>1-15</framerate_range>

<bitrate_range>500-8000</bitrate_range>

<framerate_range>1-30</framerate_range>

<bitrate_range>500-6000</bitrate_range>

streaml: FILiR

stream2: T
encode_mode: ZrlidE
resolution: /3 ¥R
framerate_range: ML
bitrate_range: 14ZJEH

The request was successful. The
value of the parameter is:

stream1: Main stream
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</resolution>
</encode_mode>
<encode_mode name="H265">
<resolution name="2592X1944">
<framerate_range>1-15</framerate_range>
<bitrate_range>500-6000</bitrate_range>
</resolution>
<resolution name="1080P">
<framerate_range>1-30</framerate_range>
<bitrate_range>500-4000</bitrate_range>
</resolution>
</encode_mode>
</stream1>
<stream2>
<encode_mode name="H264">
<resolution name="VGA">
<framerate_range>1-30</framerate_range>
<bitrate_range>50-2000</bitrate_range>
</resolution>
<resolution name="480X360">
<framerate_range>1-30</framerate_range>
<bitrate_range>50-2000</bitrate_range>
</resolution>
</encode_mode>
<encode_mode name="H265">
<resolution name="VGA">
<framerate_range>1-30</framerate_range>
<bitrate_range>50-2000</bitrate_range>
</resolution>
<resolution name="480X360">
<framerate_range>1-30</framerate_range>
<bitrate_range>50-2000</bitrate_range>
</resolution>
</encode_mode>
</stream2>

</video_capabilities>

stream2: Sub stream
encode_mode: Encode mode
resolution: Resolution
framerate_range: Framerate range

bitrate_range: Bitrate range

3.10 YiSRASELE

3.10 Video encoding configuration

/cgi-bin/videoencoder?uid=XXXXXXXX

/cgi-bin/videoencoder/stream1?encode_mode=H265&resolution=1080P&framerate=25&govlen
gth=100&bitrate=2500&bitrate_control=CBR&uid=XXXXXXXX
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/cgi-bin/videoencoder/stream2?encode_mode=H265&resolution=480X360&framerate=25&gov!
ength=100&bitrate=200&bitrate_control=CBR&uid=XXXXXXXX
/cgi-bin/videoencoder/stream3?encode_mode=H265&resolution=CIF&framerate=10&govlength
=40&bitrate=100&bitrate_control=CBR&uid=XXXXXXXX

SHATR 2HE ik

Parameter name Parameter value Description

uid S id, 381 /cgi-bin/getuid 4% 13211 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

encode_mode AR, i#id/cgi-bin/videoencoder/getcapabilities % 175 3]
f % 150
Encode_mode. Options available through the

/cgi-bin/videoencoder/getcapabilities interface

resolution HEE, 8T /cgi-bin/videoencoder/getcapabilities 12 115 5 ]
pri
Resolution. Options available through the

/cgi-bin/videoencoder/getcapabilities interface

framerate i, i#id/cgi-bin/videoencoder/getcapabilities 2 F115 31| K)i%
T
Framerate. Options available through the

/cgi-bin/videoencoder/getcapabilities interface

govlength i
Gov length

bitrate %, JHid/cgi-bin/videoencoder/getcapabilities $2 115 2| ff)i%
Tt
Bitrate. Options available through the

/cgi-bin/videoencoder/getcapabilities interface

bitrate_control &I ( Option ): il 247 1| 2K 700
CBR Bitrate control type
VBR
AdvanceEncodeC | #&Ji( Option ): TR i L i 2
onfig/profile 0~1 Video Encode Profile
0:default

1:baseprofile

M) S FR) i 3C
Response message
K& NE P4
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> TR . SEMEE:
<videoencoder> streaml: FEH
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bitrate_control="CBR"/>

framerate="25" govlength="100"
bitrate_control="CBR"/>

</videoencoder>

<stream1 encode_mode="H265" resolution="1080P"

framerate="25" govlength="100" bitrate="2500"

<stream2 encode_mode="H265" resolution="480X360"

bitrate="200"

stream2: T3
encode_mode: ZifREL,
resolution: 43 #R
framerate_range: MG
govlength: | /&) FF
bitrate_range: F5 %5
bitrate_control: %3 2| 25

The request was successful. The
value of the parameter is:

stream1: Main stream

stream2: Sub stream

encode_mode: Encode mode
resolution: Resolution
framerate_range: Framerate range
govlength: Gov length

bitrate_range: Bitrate range

bitrate_control: Bitrate control type

400 <?xml version="1.0" encoding="UTF-8"?>
<fault>
<value>/cgi-bin/videoencoder/streami1</value>
<reason>encode_mode error</reason>

</fault>

Z¥ encode_mode iR
(FAh SRR, AR
SRR

Parameter encode_mode error
(Other parameters similar to the
wrong tips do not repeat the

explanation)

3.11 HFHHmEEIE

3.11 Audio encoding capabilities

/cgi-bin/audioencoder/getcapabilities?uid=XXXXXXXX

e s €Y SHME

Parameter name Parameter value

ik

Description

uid 2GR id, 383 /cgi-bin/getuid 4% 1B 21 id

interface.

User id for the session. The id passed through the /cgi-bin/getuid

M 82 FR) i 3C

Response message

W& SE
Status Content

ik

Description
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code
200 <?xml version="1.0" encoding="UTF-8"?> R, SEMER:
<audio_capabilities> encode_type: ZifigEAl
<encode_type name="G.711"> samplerate: SKFEZ
<samplerate name="8000"> bitrate: AR

<bitrate>64000</bitrate>

</samplerate> The request was successful. The
</encode_type> value of the parameter is:
<encode_type name="G.711A"> encode_type: Encode type
<samplerate name="8000"> samplerate: Samplerate
<bitrate>64000</bitrate> bitrate: Bitrate

</samplerate>
</encode_type>
<encode_type name="AAC">
<samplerate name="16000">
<bitrate>16000</bitrate>
</samplerate>

</encode_type>

</audio_capabilities>

3.12 HEMmMEEE

3.12 Audio encoding configuration

/cgi-bin/audioencoder?uid=XXXXXXXX

/cgi-bin/audioencoder?enable=0&uid=XXXXXXXX
/cgi-bin/audioencoder?enable=1&uid=XXXXXXXX
/cgi-bin/audioencoder?enable=1&encode_type=G.711&samplerate=8000&bitrate=64000&uid=X
XXXXXXX
/cgi-bin/audioencoder?input_volume=60&output_volume=80&amplify=1& uid=XXXXXXXX

AR ¥ ik
Parameter name Parameter value Description
uid S id, 81 /cgi-bin/getuid 4% 13211 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
enable I ( Option ): 1 JBHEM, 0 2H&EM
1 1 Enable audio, O Disable audio
0
encode_type AT, @it /cgi-bin/audioencoder/getcapabilities 2 175 3]
R 35
Encode type. Options available through the
/cgi-bin/audioencoder/getcapabilities interface
samplerate KREZ, ilid/cgi-bin/audioencoder/getcapabilities 42 115 3 [
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pri
Samplerate. Options available through the

/cgi-bin/audioencoder/getcapabilities interface

bitrate

EbAF R, il /cgi-bin/audioencoder/getcapabilities 2 1175 5[]
eI
Bitrate. Options available through the

/cgi-bin/audioencoder/getcapabilities interface

input_volume v 1 % 100 MAGE
Numbers from 1 to | Inputvolume
100

output_volume ¥ 1 % 100 el ==

Numbers from 1 to

100

Output volume

amplify

HEIi( Option ):
1
0

1 JA BN 0 FEM &

1 Enable audio amplifier, 0 Disable audio amplifier
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K& NE P4
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> HRIN. SHER:
<audioencoder enable="1" encode_type="G.711" | enable: J& FEZE RS540
samplerate="8000" bitrate="64000" input_volume="60" | encode_ type: ZmhG5%
output_volume="80" amplify="1"/> samplerate: RFER
bitrate: FLHFZR
input_volume: HiA\ &8
output_volume: Hiti &&=
amplify: J& FHEREE & A0 2h i
The request was successful. The
value of the parameter is:
enable: Enable or disable audio
encode_type: Encode type
samplerate: Samplerate
bitrate: Bitrate
input_volume: Input volume
output_volume: Output volume
amplify: Enable or disable audio
amplifier
400 <?xml version="1.0" encoding="UTF-8"?> 24 enable 4%
<fault> (HALZH RN KL, AE
<value>/cgi-bin/audioencoder</value> SR
<reason>enable: 0 or 1</reason>
</fault> Parameter enable error
(Other parameters similar to the
wrong tips do not repeat the
explanation)
3.13 0SD
3.13 0SD

/cgi-bin/osd?uid=XXXXXXXX

/cgi-bin/osd?enable=0&uid=XXXXXXXX
/cgi-bin/osd?enable=1&uid=XXXXXXXX
/cgi-bin/osd?title_utf8=XXXXXXXX&uid=XXXXXXXX
/cgi-bin/osd?enable=1&color=1&fontsize=1&title_pos_type=1&title_pos_x=1&title_pos_y=0&sh
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ow_res_bit=0&time_pos_type=1&time_pos_x=1&time_pos_y=0&show_week=1&time_format=y
yyy-mm-dd_hh:mm:ss&title_utf8=XXXXXXXX& uid=XXXXXXXX
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e s €Y

Parameter name

ZHE

Parameter value

ik

Description

uid S P id, J8id/cgi-bin/getuid % M3 E 1 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
enable 1ET5( Option ): 1 JaFl 0sD, 0 #EH] OSD
0 1 Enable OSD, 0 Disable OSD
1
color JETI( Option ): osD Fith, 0 Bt R, 1 AfirREER, 2 BF
0 EAEENHE R, 3 BT RIEEE R
1 0OSD color. 0 Black text on white background, 1 White text on
2 black background, 2 Black text white border on transparent
3 background, 3 White text black border on transparent
background
fontsize I Option ): TR, 0/, 171, 2 K
0 Font size. 0 Small, 1 Medium, 2 Large
1
2
title_pos_type &I ( Option ): PR BT, 0 Jiml, 1 AbkR
0 Title position type. 0 Direction, 1 Coordinate
1
title_pos_x e FrBE x Wh Az B,  title_pos_type=0 B MU 1H 0 & 2,
Numbers title_pos_type=1 BT HU{E 0 & 100
Title x-axis position. Values 0 to 2 for title_pos_type = 0 and O
to 100 for title_pos_type =1
title_pos_y B Fr @ oy #hfr B,  title_pos_type=0 I HU{H 0 & 2,
Numbers title_pos_type=1 FJHU{E 0 & 100

Title y-axis position. Values 0 to 2 for title_pos_type =0 and O
to 100 for title_pos_type =1

show_res_bit

115 ( Option ):
0

1
2
3

0 NERGHFRMILE, 1 RRSPFRDLRGE, 2 R
WENERS PR, 3 BRI E

0 does not display resolution and code rate, 1 display
resolution does not display code rate, 2 display code rate does

not display resolution, 3 display resolution and code rate.

time_pos_type

1T ( Option ):

WE A ERAL, 0 JrH, 1 AR

0 Time position type. 0 Direction, 1 Coordinate
1

time_pos_x 7 WA x B A7 B, time_pos_type=0 If HU fH 0 & 2,
Numbers time_pos_type=1 I H{f 0 Z 100

Time x-axis position. Values 0 to 2 for time_pos_type =0 and 0
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to 100 for time_pos_type =1

time_pos_y B B 1A y 4z B,  time_pos_type=0 I BX i 0 & 2,
Numbers time_pos_type=1 I H\{H 0 £ 100
Time y-axis position. Values 0 to 2 for time_pos_type =0and 0
to 100 for time_pos_type =1
show_week 1T ( Option ): 1 BREW, 0 AEREM

0
1

1 shows the week, 0 does not show the week

time_format

I Option ):
yyyy-mm-dd_hh:mm:ss
yyyy/mm/dd_hh:mm:ss
yy-mm-dd_hh:mm:ss
yy/mm/dd_hh:mm:ss
hh:mm:ss_dd/mm/yyyy
hh:mm:ss_dd-mm-yyyy
hh:mm:ss_mm/dd/yyyy
hh:mm:ss_mm-dd-yyyy
mm/dd/yyyy_hh:mm:ss
mm-dd-yyyy_hh:mm:ss

I [ A 2

HT CGIURL NAEEL B A& 745 7, T LAE BB 240 ST
(RS IR AR SR T R IR, e S B AR SO R B
A EI RS 2 AR 1

Eb i v B 280 yyyy-mm-dd_hh:mm:ss

i [ 3 B SCH yyyy-mm-dd hh:mm:ss

Time format

Because the CGI URL can not contain the space character ' ',
the time format space is replaced by the underscore ' ' when
setting the parameters, and the space characters in the time
format reserved in the response message's message.

For example, when setting parameters: yyyy-mm-dd_hh: mm:
ss

Response message parameters: yyyy-mm-dd hh: mm: ss

title_utf8

PR g A
IR HTTP URL FOREVE, 2128 title_utf8 FR{EATZ 7 BEAN
By WA TG B, R HoAt 4 U 75 B N utfe
IR I AT R
il
ipcamera
title_utf8=ipcamera
PRAF
title_utf8=%E4%BD%A0%E5%A5%BD
YRIF ipcamera

title_utf8=%E4%BD%A0%E5%A5%BDipcamera

Title content

The title_utf8 parameter specification: according to the
HTTP URL specification, if the value of title_utf8 is both
alphanumeric and the number does not need to be converted,
if it contains other characters, it needs to be converted to a
utf8 encoded string.
For example:
ipcamera

title_utf8=ipcamera
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(85

YRUF ipcamera

title_utf8=%E4%BD%A0%ES5%A5%BD

title_utf8=%E4%BD%A0%E5%A5%BDipcamera

M 7 FR)4 S

Response message

REG NE i3
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> R IN. SHE R

<osd enable="1" color="1" fontsize="1" title_pos_type="1"

title_pos_x="1" title_pos_y="0" show_res_bit="0"

time_pos_type="1" time_pos_x="1" time_pos_y="0"

show_week="1" time_format="yyyy-mm-dd  hh:mm:ss"

title_utf8="XXXXXXXX"/>

enable: JH HEZEA OSD

color: Fifh

fontsize: PR

title_pos_type: xS
title_pos_x: 58 x Flifv B
title_pos_y: PRl y il &
show_res_bit: &75 ion 7 HE R AIG
time_pos_type: i [B] A7 B 357
time_pos_x: I [A] x Bl B
time_pos_y: (Al y Gh{7 &
show_week: &7 N2
time_format: B A 4% =X

title_utf8: FRAIN T

The request was successful. The
value of the parameter is:

enable: Enable or disable OSD
color: Color

fontsize: Font size
title_pos_type: Title position type
title_pos_x: Title x-axis position
title_pos_y: Title y-axis position
show_res_bit : Whether to display
the resolution and bit rate
time_pos_type: Time position type
time_pos_x: Time x-axis position
time_pos_y: Time y-axis position
show_week : Whether to show the
week

time_format: Time format

title_utf8: Title content
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400 <?xml version="1.0" encoding="UTF-8"?>

<fault>

</fault>

<value>/cgi-bin/osd</value>

<reason>enable: 0 or 1</reason>

Z¥ enable iR
(HAL S E SRR R, AE
SR

Parameter enable error
(Other parameters similar to the
do not

wrong tips repeat the

explanation)

3.14 E%
3.14 Image

/cgi-bin/image?uid=XXXXXXXX
/cgi-bin/image?brightness=128&contrast=128&saturation=128&sharpness=128&uid=XXXXXXXX
/cgi-bin/image?brightness=128&contrast=128&saturation=1288&sharpness=128&hlc=128&blc=12
8&nr2d=128&nr3d=128&tvsystem=60&antificker=1&uid=XXXXXXX

SR SHE 73
Parameter name Parameter value Description
uid SUE A id, 8T /cgi-bin/getuid ¥ 13211 id

User id for the session. The id passed through the /cgi-bin/getuid
interface.
brightness BT 0 % 255 o
Numbers from to | Brightness
255
contrast 7 0 & 255 wof L
Numbers from to | Contrast
255
saturation 70 & 255 AR
Numbers from to | Saturation
255
sharpness 7 0 & 255 Bl
Numbers from to | Sharpness
255
hic HF 0 & 255 S
Numbers from to | Highlight Compensation
255
blc 7 0 % 255 HoLEE
Numbers from to | Back Light Control
255
nr2d #7 0 &2 255 2D [N
Numbers from to | 2D noise reduction
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255
nr3d #7 0 % 255 3D [N
Numbers from O to | 3D noise reduction
255
tvsystem 5 50 B 60 Zgitilak
Numbers 50 or 60 system mode
antificker 7o 81 PN FFE
Numbers 0 or 1 forced antificker

M) )87 ) SC

Response message

REG N Ei:13%)

Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> R . SHER:
<image brightness="128" contrast="128" saturation="128" | brightness: =&
sharpness="128"/> contrast: X L&

saturation: iR
sharpness: i/

The request was successful. The
value of the parameter is:

brightness: Brightness

contrast: Contrast

saturation: Saturation

sharpness: Sharpness

400 <?xml version="1.0" encoding="UTF-8"?> ZH brightness 45 1%
<fault> (HAWS R IER L, A E
<value>/cgi-bin/image</value> SRR

<reason>brightness range: 0-255</reason>
</fault> Parameter brightness error

(Other parameters similar to the
wrong tips do not repeat the

explanation)

3.15 PTZ &4l
3.15 PTZ

{Z1k (stop)

/cgi-bin/ptz_ctrl?stop=1&uid=XXXXXXXX

7t (left)
/cgi-bin/ptz_ctrl?move_x=-1&move_y=0&speed=5&uid=XXXXXXXX
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A (rifht)
/cgi-bin/ptz_ctrl?move_x=1&move_y=0&speed=5&uid=XXXXXXXX
L (up)
/cgi-bin/ptz_ctrl?move_x=0&move_y=1&speed=5&uid=XXXXXXXX
T (down)
/cgi-bin/ptz_ctrl?move_x=0&move_y=-1&speed=5&uid=XXXXXXXX
£ b (upper left)
/cgi-bin/ptz_ctrl?move_x=-1&move_y=1&speed=5&uid=XXXXXXXX
£ R (lower left)
/cgi-bin/ptz_ctrl?move_x=-1&move_y=-1&speed=5&uid=XXXXXXXX
# E (upper right)
/cgi-bin/ptz_ctrl?move_x=1&move_y=1&speed=5&uid=XXXXXXXX
4T (lower right)
/cgi-bin/ptz_ctrl?move_x=1&move_y=-1&speed=5&uid=XXXXXXXX
TR (zoom narrow)

/cgi-bin/ptz_ctrl?zoom=1&uid=XXXXXXXX

45/ (zoom wide)

/cgi-bin/ptz_ctrl?zoom=-1&uid=XXXXXXXX

IT#E (focus near)

/cgi-bin/ptz_ctrl?focus=1&uid=XXXXXXXX

LHE (focus far)

/cgi-bin/ptz_ctrl?focus=-1&uid=XXXXXXXX

YEBEAE K (iris open)

/cgi-bin/ptz_ctrl?iris=1&uid=XXXXXXXX

P AZ /N (iris close)

/cgi-bin/ptz_ctrl?iris=-1&uid=XXXXXXXX

VA UE S (call preset)
/cgi-bin/ptz_ctrl?call_preset=1&uid=XXXXXXXX

ININTIE &5 (add preset)
/cgi-bin/ptz_ctrl?add_preset=1&uid=XXXXXXXX

BRI E & (delete preset)
/cgi-bin/ptz_ctrl?delete_preset=1&uid=XXXXXXXX

SHATR 2HE ik
Parameter name Parameter value Description
uid S P id, 81 /cgi-bin/getuid 4% 13211 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
speed ¥v1%10 T

Numbers from 1to 10 | Speed

HAbSHAZIZE, LI _ESCHIZE) URL ]

Other parameters are not listed, according to the URL listed

above
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M S FR) 4 3C

Response message

K& NE iR
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> iER Tl

<ptz_ctri>true</ptz_ctrl>

The request was successful.

400 <?xml version="1.0" encoding="UTF-8"?>
<fault>

<value>/cgi-bin/ptz_ctrl</value>
<reason>move_x range: -1,0,1</reason>

</fault>

Z ¥ move_x HiiR
(HA ZHM R IR R, A
SR

Parameter move_x error
(Other parameters similar to the
wrong tips do not repeat the

explanation)

3.16 B3I E

3.16 Motion Detect configuration
/cgi-bin/motion?uid=XXXXXXXX

/cgi-bin/ motion?enable=0&uid=XXXXXXXX
/cgi-bin/ motion?enable=1&uid=XXXXXXXX

/cgi-bin/ motion?enable=1& blockcount=22x18&areavalue=XXXXXXXX &uid=XXXXXXXX
/cgi-bin/motion?enable=1&sensitivity=80&alarmthreshold=208&enable_nighttime=1&night_sensi
tivity=80&night_alarmthreshold=20&blockcount=22x18&areavalue=XXXXXXXX&uid=XXXXXXXX

SE AR SHE iR
Parameter name Parameter value Description
uid SR id, 8 i /cgi-bin/getuid £z 173 21 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
enable %35 (Option) F s A e
1 1 Jash st 0 RIS ST
0
Motion detection enable
1 Start motion detection O Turn off motion
detection.
sensitivity 71 %= 100 RIGE
sensitivity
alarmthreshold ¥ 1% 100 R IRAA
alarm threshold.
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enable_nighttime

135 (Option)
1
0

BRI S fi e
1 R ZH o fF & RIS %
(CALIE S Gk E

night_sensitivity, night_alarmthreshold.

Night parameter enable

1 Enable nighttime parameters 0 Disable nighttime
parameters.

Night parameters include:

night_sensitivity, night_alarmthreshold.

night_sensitivity

-+ 1% 100

Bl REUE

Night sensitivity

night_alarmthreshold

-+ 1% 100

BRI E T TIR1E

Night alarm threshold

blockcount

TR H
ATHRE x FIPEL

F AT ) X Sk 2

Number of area blocks for motion detection

areavalue

e E Tl X i E

R

XIRBN AL R 8 YR IH AR — DT R
H, ZRAHEA o1 EHE P, o REEF
Bk ), FEXPXEEFEATHET 16 BEHI R R 1)
Hifidh, R A AL ST X A

1 4n:

axa [P X Ak b, B sl TN X A Ay fiff, 4
AN, 2y 0000,

Motion detection area value

Description:

Each 8 blocks from left to right are filled in a byte
bit by bit, and the extra bit is filled in 0 (1
represents the selected block, O represents the
unselected block), and these bytes are encoded in
a hexadecimal string, which is the final value of the

mobile detection region.

For example:
All 4x4 areas are selected, the motion detection

area value is: ffff, and all are unchecked, it is 0000.
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K& NE P4
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> HRBI . SEMER:
<motion enable="1" sensitivity="80" alarmthreshold="20" enable: Ji H 82% 2 3]
enable_nighttime="1" night_sensitivity="80" sensitivity: R
night_alarmthreshold="22" blockcount="22x18 " alarmthreshold: % J[R/E
areavalue="xxxxxxxxxx"/> enable_nighttime: J& I8 &K 7S5
night_sensitivity: & [A] R &E
night_alarmthreshold: & [AI#E [T RAE
blockcount:  F ATl (4 [X ik He s
areavalue: 3Tl X IH{A
400 <?xml version="1.0" encoding="UTF-8"?> Z ¥ enable 4%

<fault>
<value>/cgi-bin/motion</value>
<reason>enable: 0 or 1</reason>

</fault>

(LA ZH IR BRI, A ER
B

Parameter enable error
(Other parameters similar to the wrong tips

do not repeat the explanation)

3.17 FREUEXZ AT (0EM)
3.17 Obtain Equipment Model

/cgi-bin/getmodel?uid=XXXXXXXX

SE AR SHE ik
Parameter name Parameter value Description
uid ZUEMI A P id, 5T /cgi-bin/getuid £2 113 217 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
M 7 FRJ 4 S

Response message

REG
Status
code

S
Content

ik

Description
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200 <?xml version="1.0" encoding="UTF-8"?> %2 Mc200i6 Y5 FEATHAE I R LD

<model>MC200J6</model> model:0EM %475 MC200J6

requests success.

model:OEM Equipment type:MC200J6

3.18 I EH
3.18User Management

/cgi-bin/user_management?action=add&name=XXXX&newpasswd=XXX&privilege=User&enable
=Enable&uid=XXXXXX

/cgi-bin/user_management?action=delete& name=XXXX&uid=XXXXXX
/cgi-bin/user_management?action=edit&name=XXXX&newpasswd=XXX&privilege=User&enable
=Disable&uid=XXXXXX
/cgi-bin/user_management?action=edit&name=XXXX&newpasswd=XXX&uid=XXXXXX
/cgi-bin/user_management?action=get_user&uid=XXXXXX

1M H get_user 84 1] URECYHT & HR I BTA A 7 1 XML S 2.
FH P& BRI AR B

2. HEH 7 User: HAEEE IPC IBLE, AREBRECEMH .

3. #AEH 7 Operator: HHAGRR 1 H P& BRAME A BUR

4, EHGIH P Administrator: 4 1PC H AT A AR

i 7 AHOCHERAE I P R b 2 A 25

-add VAESK: name. newpasswd. privilege. enable
-delete J7VA#K: name

-edit /77K name

-edit J71£ 7] i%: newpasswd. privilege. enable

1. The get_user instruction can be used to obtain the XML information of all users in the current
device.

User management is authority management.

2.0rdinary User: User who can only view the configuration of IPC, can not modify the
configuration.

3. Operator for Operator: All rights except user management

4. Administrator: Has all the permissions of IPC

Parameters in addition to username and password for the associated action
- Add Requires: name, password, privilege, enable

- Delete Requires: name

- Edit Requires: name

- Edit Optional: password, privilege, enable
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e s &Y

Parameter name

SHME

Parameter value

iR

Description

uid

2GR id, @i /cgi-bin/getuid 32 21 id

User id for the session. The id passed through the

/cgi-bin/getuid interface.

action (must) 1:add add SEURIN A P A
2: delete delete J& I A 7 34
3: edit edit Je 4 R AE
4: get_user get_user &FKEUH P T ) XML
1. Add is to add user actions
2. delete is a delete user operation
3. Edit is an edit user operation
4. get_user is to get all the user's XML
name (must) TR R M4
Char * PS: IR AFUVF 40 MK L.
User name
PS: Maximum allowable length of 40 bytes.
newpasswd R Password:
Char* To edit the user's password
privilege FRE A PR 7] 8 -
Char* User AREEFEACE, ARBSACE
1. User Administrator #H BT A BR
2. Administrator Operator A Bk T H & BAMI T A BUR
3. Operator
User Configuration can only be viewed, but
configuration cannot be modified.
Administrator Ownership
Operator Have all rights except user management
enable TR Enable: f{fEM /)~
Char* Disable: KEEH
1. Enable
2. Disable Enable: enabling users
Disable: Disabled Users
M 7 434 3C
Response message
REH WA iR
Status Content Description

35




ccneam

IPC HTTP CGI 154114

code

400 <?xml version="1.0" encoding="UTF-8"?> action ZH( A J& add or edit or delete R4
<fault>
<value>/cgi-bin/user_management</value> The parameter is not add or edit or delete an
<reason>action: add or edit or delete</reason> error.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> delete Z 4%\ (1) 7 4 AN AFTE BB 4R bk
<fault> IR
<value>/cgi-bin/user_management</value> CANBEBE MR AAFAERI )
<reason>error username</reason>
</fault> Report this error when the user name entered by

the parameter does not exist.
(Can't delete non-existent users)

400 <?xml version="1.0" encoding="UTF-8"?> add 2 $ 5 N AH B A P 42 10 B i i A
<fault> W (AREBAECEFERHT)
<value>/cgi-bin/user_management</value>
<reason>error username duplicated</reason> Report this error when the user name entered by
</fault> the parameter is exist.(unable to create existing

users)

400 <?xml version="1.0" encoding="UTF-8"?> edit SN 1 7 44 BB _E R IR .
<fault> (A BEM R AR )
<value>/cgi-bin/user_management</value>
<reason>username none exist to edit</reason> Report this error when the user name entered by
</fault> the parameter does not exist.

(unable to edit non-existent users)

400 <?xml version="1.0" encoding="UTF-8"?> Privilege ZEUI N R, TEMA
<fault> User or Administrator or Operator
<value>/cgi-bin/user_management</value>
<reason>privilege: User or Administrator or | Privilege parameter input error, need to enter
Operator</reason> User or Administrator or Operator
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> enable 2N 1%, FHEHA
<fault> Enable or Disable
<value>/cgi-bin/user_management</value> enable parameter input error, need to enter
<reason>enable: Enable or Disable</reason> Enable or Disable
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> Add FESEHCDER, FEBALEL 4 M
<fault> WA SHA BRI R P
<value>/cgi-bin/user_management</value> The Add parameter is missing errors, and all four
<reason>The parameters must Correct include | parameters need to be entered to create a new
name,newpasswd,privilege,enable</reason> user.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> AR RS- R, TR TP EEAE

<fault>

BT
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<value>/cgi-bin/user_management</value>

<reason>Non-administrators cannot edit users</reason> management configuration items cannot be
</fault> modified.

400 <?xml version="1.0" encoding="UTF-8"?> B P AR
<fault>

</fault>

<value>/cgi-bin/user_management</value>

<reason>username not exist to edit</reason>

Login user does not exist

3.19 ME L&

3.19 snapshot upload

/cgi-bin/snapshot.cgi&username=XXXXXX&password=XXXXXX
/cgi-bin/snapshot.cgi?stream=0& username=XXXXXX&password=XXXXXX
/cgi-bin/snapshot.cgi?stream=0& upload=0&username=XXXXXX&password=XXXXXX
/cgi-bin/snapshot.cgi?stream=1&upload=1&username=XXXXXX&password=XXXXXX

1. JFE onvif INIEZ J5, BT Z4 A username Z%01 password 2244 .
2. B4 stream S5, HRFE username H— B EfEH&, AN _EHREE IR,
3. B stream ZHJ5, BRILJY stream0.
4, B4 upload ZE )5, A FIRER.

1. After the onvif authentication is enabled, you need to enter the username parameter and

password parameter.

2. After the default stream parameter, follow the username's to use &, otherwise, report the

error.

3. After the default stream parameter, the default value is streamO.

4. After the default upload parameter, no error is reported.

SHATR 2HE ik
Parameter name Parameter value Description

uid SARMFF id, J#id/cgi-bin/getuid #2113 E (1 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

stream(must) 7 0-1 SHEN 0 REE: TFRLR AT
SHEN 1R EETRITE

Number 0-1

Parameter value of O represents: sub code stream

snapshot

The parameter value of 1 represents: Master
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bitstream snapshot
upload(optional) =+ 03 ZHE N o & MG B3| sD +
ZHUE N 1R MBS AL FTp
Number 0-3 SR 2 KK IEJE LAE2] Email
ZHEH 3 K MBS LAEZLEFRN NFS IR% 25
Parameter value is O: upload to SD card after capturing
parameter value is 1, which means: upload to FTP
after capturing
Parameter value is 2: upload to email after capturing
Parameter value is 3: upload to remote NFS server
after snapshot
M) S FR) i 3C
Response message
K& SR i::pa
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> HREI . SHEE R
<upload>0K</upload> FORINEITE 29 AR )
The request succeeded. The value of the
parameter is:
Successful upload
400 <?xml version="1.0" encoding="UTF-8"?> SD R AHANTE SD KA HEHI).
<fault>
<value>/cgi-bin/snapshot</value> The SD card was not inserted or deployed
<reason>sd not mount</reason> successfully.
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Upload HJZ %A 72 0-3 MIEUE At & bk b it
<fault> o
<value>/cgi-bin/snapshot</value>
<reason>upload 0 or 1 or 2 or 3</reason> This error will be reported if the parameter of
</fault> Upload is not 0-3.
400 <?xml version="1.0" encoding="UTF-8"?> FTP AR5 i A iR &
<fault>
<value>/cgi-bin/snapshot</value> FTP servers are not deployed.
<reason>Ftp not deploy</reason>
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> SD REHERA, oi# sD FHIR, sFEREH

<fault>

<value>/cgi-bin/snapshot</value>
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<reason>sd card not mounted</reason>

The SD card is not inserted, damaged or

</fault> deployed.
400 <?xml version="1.0" encoding="UTF-8"?> NFS %A H:3k
<fault> NFS Server not mounted

<value>/cgi-bin/snapshot</value>

</fault>

<reason>NFS Server not mounted</reason>

3.20 REUFB IR
3.20 Get the video file path

/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&uid=XXXXXX
/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&username=XXXXXX&password=XXX

XXX

/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&stream=XXXX&record_mode=XX&m

edia_type=XX&uid=XXXXXX

/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&stream=XXXX&record_mode=XX&m
edia_type=XX&start_hour=XXXX&start_min=XX&start_sec=XX&uid=XXXXXX

/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&stream=XXXX&record_mode=XX&m
edia_type=XX&start_hour=XXXX&start_min=XX&start_sec=XX&end_hour=XXXX&end_min=XX&e

nd_sec=XX&uid=XXXXXX

1: BERNSHON:

year,month,day

2: "WESHON

stream, record_mode, media_type,
start_hour, start_min, start_sec,
end_hour, end_min, end_sec.

DL SR B B, TR E N -
stream =-1;

record_mode =-1;

media_type = 3;

start_hour =0;

start_min = 0;

start_sec =0;

end_hour = 23;

end_min =59;

end_sec =59;

1: The necessary parameters are:
Year,month,day
2: The optional parameter is
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Stream, record_mode, media_type,
Start_hour, start_min, start_sec,
End_hour, end_min, end_sec.

The above parameters are initialized by default:
Stream =-1;

Record_mode =-1;

Media_type = 3;

Start_hour =0;

Start_min =0;

Start_sec =0;

End_hour = 23;

End_min = 59;

End_sec = 59;

B N BRINE R H P A EAG B ] 72 XX XX H XX H 1) 0 i 0 73 0 #2#) 23 i 59 7 59
PO i G 8, P TR AN T 6530, A SS RN LA B A 4% 2K

The meaning is: the default display user wants to get all the recording data from 0:0:0 to 23:59:59
of XX, XX, XX, where the code stream type is all streams, and the media type is video. And audio
format.

AT SRAT AR ST 28 URL?

URL = IP #lidi: + /playback/ + filepath

& o -
http://192.168.2.34/playback/mnt/mmc0/schedule/20191025/135144-av-1.mp4

How do I get the download URL of the video file?

URL = IP address + /playback/ + filepath

The format is for example:
http://192.168.2.34/playback/mnt/mmc0/schedule/20191025/135144-av-1.mp4

SR SHE iR
Parameter name Parameter value Description
uid SAGMA P id, JEid/cgi-bin/getuid #1821 id

User id for the session. The id passed through the

/cgi-bin/getuid interface.

year KT 1900 DBESH: B IPC RBIE R
w4
Number > 1900 Required parameters: Find information about IPC
recordings
which year
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month Hr 1-12 DEMSH: &R IPCRBNEE
Number 1-12 WE— A
Required parameters: Find information about IPC
recordings
Which month
day #7131 DEMSH: B IPCHIRBIIEER
Number 1-31 W — K
Required parameters: Find information about IPC
recordings
Which day
stream -1, 1, 2 TEM S SRR
-1 A R
1B
2:F iR
Optional parameters: type of stream
Number -1,1,2 -1: All types of streams

1: primary stream

2: substream

record_mode

H7-1, 2, 4, 8

Number-1,2,4,8

WIS H: AR

-1 R

2: EM A

4: BBTIRE

8: TR

Optional parameters: type of recording
-1: All videos

2: Timed recording

4: Motion detection video

8: Alarm recording

media_type B+ 2, 3 RS BRI
2: A
Number: 2, 3 3: WA S
Optional parameters: type of media
2: Video
3: Video and audio
start_hour 7 0-23 TEMSE: FENRE /N
Number 0-23 Starting hour of the video
start_min H+ 0-59 WERIZH: SRR 7B
Number 0-59 The starting minute of the video
start_sec i+ 0-59 RIS FERRED
Number 0-59 The starting second of the recording
end_hour 1+ 0-23 TEMSE: FEME TN
Number 0-23 Optional parameters: the end of the video
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end_min #5 0-59 AR SE: TR ML

Number 0-59 Optional parameters: the end of the recording
end_sec 1+ 0-59 LM S FBMESE R

Number 0-59 Optional parameters: the end of the recording
M) )87 P SC
Response message
REG N Ei:13%)
Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> HRET . SENER:

<RecordQueryInfo>

<items
filepath="/mnt/mmc0/schedule/20191025/151233-av-1.mp4
" filesize="32276556" media_type="3"
stream_index="1" start_time="2019-10-25 15:12:33"/>

record_mode="2"

</RecordQuerylnfo>

AR BT B
The request succeeded. The value of the
parameter is:

All data of the video file

400 <?xml version="1.0" encoding="UTF-8"?> WA HBMEALE 1-12 AEE A
<fault>
<value>/cgi-bin/get_record_query</value> The value of the input month is not in the range
<reason>record_month must between 1-12</reason> of January to December.
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> N HRMEARLE 1-31 HITEE RN
<fault>
<value>/cgi-bin/get_record_query</value> The value of the input date is not in the range of
<reason>record_day must between 1-31</reason> 1-31 days.
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> HINSRAREL LG /N AN & 0-23 [Fu P
<fault>
<value>/cgi-bin/get_record_query</value> Input recording start time is not in the range of
<reason>start_hour must between 0-23</reason> 0-23
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> HINRARELLE 7 B AN & 0-59 (1 P
<fault>
<value>/cgi-bin/get_record _query</value> Input recording start minute is not in the range
<reason>start_min must between 0-59</reason> of 0-59
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> A FGAIEFPAZ 0-59 MG KN

<fault>
<value>/cgi-bin/get_record_query</value>

<reason>start_sec must between 0-59</reason>

Input recording start seconds are not in the

range of 0-59
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</fault>
400 <?xml version="1.0" encoding="UTF-8"?> N SRAR G AN AN & 0-23 [
<fault>
<value>/cgi-bin/get_record_query</value> Input recording end time is not in the range of
<reason>end_hour must between 0-23</reason> 0-23
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> N FAR S5 KB 2 0-59 ST FE
<fault>
<value>/cgi-bin/get_record _query</value> Input recording end minutes are not in the range
<reason>end_min must between 0-59</reason> of 0-59
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> HINRAR LS WA A 0-59 [V

<fault>
<value>/cgi-bin/get_record_query</value>

<reason>end_sec must between 0-59</reason>

</fault>

Input recording end seconds are not in the range

of 0-59

3.21 [EHTHHK
3.21 Upgrade Firmware

VEAN (S B & & upload.html XY,
IS A5 A 20 R 7 2K
1.
3.0org/TR/xhtml1/DTD/xhtmll-transitional.dtd">
2. <html xmlns="http://www.w3.org/1999/xhtml">
3. <head>
4, <title>IP Camera</title>
5. </head>
6. <body>
7. <div id="m_plugin"></div>
8.
9. <input type="file" name="filel" id="filename"/>
10
11.
12. <script type="text/javascript">
13. function upload(){
14. var xmlHttpRequest = null;
15. if (window.XMLHttpRequest) {
16.

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w

. <input type="submit" id="upgrade_submit" value="Submit" onclick="upload()"/>

xmlHttpRequest = new XMLHttpRequest();
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17. }

18. else if (window.ActiveXObject){

19. xmlHttpRequest = new ActiveXObject("Microsoft.XMLHTTP");

20. }

21. var file = document.getElementById("filename").files[0];

22. xmlHttpRequest.open("POST", "http://192.168.2.67/0nvifFirmwareUp
grade", true);

23. xmlHttpRequest.setRequestHeader("Content-Type", "application/oct
et-stream");

24. xmlHttpRequest.setRequestHeader("Access-Control-Allow-Origin", "
*")s

25. xmlHttpRequest.setRequestHeader("Cache-Control”, "no-cache");

26. xmlHttpRequest.setRequestHeader("Authorization"”, "Basic QWxpY2U6
MTIzNDU2");

27. xmlHttpRequest.send(file);

28. }

29. </script>

30. </body>

31. </html>

3.22RTMP L B

3.22 RTMP Configuration

/cgi-bin/rtmp?uid=XXXXXX

/cgi-bin/rtmp?enable=0&uid=XXXXXXXX

/cgi-bin/rtmp?enable=1&uid=XXXXXXXX
/cgi-bin/rtmp?enable=1&server=XXXXX&appname=XXXXXXXX&streamid=XXXXX&streamno=XXX
XX&type=XXXXX&port=XXXXX&uid=XXXXXXXX

SR SHE i)
Parameter name Parameter value Description
uid 2GR id, 383 /cgi-bin/getuid 4% 121 id

User id for the session. The id passed through the

/cgi-bin/getuid interface.

enable 0-1 0: ZXM] RTMP
1: FT7F RTMP

0: Disable RTMP
1: Open RTMP
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server FrFH RSt 2R F
Char * 192.168.2.125
The address of the server, similar to:
192.168.2.125
appname T RTMP )5 FH 44 F5
Char*
RTMP application name
streamid TR RTMP ¥ 1D
Char*
RTMP stream ID
port ket RTMP [ 15
Int
0-65535 RTMP port number
streamno 0-1 (et
0: FEMF, 1. FhYHR
Stream type
0: main stream, 1: sub stream
type 0-1 NGB
0: FRAEREzC, 1. FEAMIA
Type of agreement:
0: standard mode, 1: compatible mode
M) S FR) i 3C
Response message
K& SR i::pa
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 1ER AT . 230 user_management
<RtmpConfig Enable="1" Streamno="0" | /"N OK
Server="192.168.2.12" Port="98" Appname="live5"
Streamid="55" Type="1"/>
400 <?xml version="1.0" encoding="UTF-8"?> enable ZEA 2 0 Bl 1 Bl SHERsS .
<fault>
<value>/cgi-bin/rtmp</value> If the enable parameter is not 0 or 1, an error is
<reason>enable: 0 or 1</reason> reported in the parameter.
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Server [ Ik 45 #% Hh Bk N\ 2 77 2 O 25 BRel
<fault> o
<value>/cgi-bin/rtmp</value>
<reason>server is NULL</reason> The server's server address input string is empty

45




ccneam

IPC HTTP CGI 154114

</fault> to report an error.
400 <?xml version="1.0" encoding="UTF-8"?> port ¥ii 5S40 1) 76 AN & 0-65535
<fault>

<value>/cgi-bin/rtmp</value>

<reason>port range: 0-65535</reason>

port number parameter range is not 0-65535

</fault>
400 <?xml version="1.0" encoding="UTF-8"?> streamno I A S EITEEIAZ 0-1 _F R4S
<fault> o

<value>/cgi-bin/rtmp</value>

<reason>streamno range: 0-1</reason>

The input parameter range of streamno is not

</fault> 0-1 to report an error.
400 <?xml version="1.0" encoding="UTF-8"?> appname MISHEMNT 5 _LIREIR.
<fault>

<value>/cgi-bin/rtmp</value>

<reason>appname is NULL</reason>

An error was reported in the input string of

</fault> appname.
400 <?xml version="1.0" encoding="UTF-8"?> streamid SN2 T4 LR R .
<fault>

<value>/cgi-bin/rtmp</value>

<reason>streamid is NULL</reason>

The streamid parameter reports an empty string

</fault> input error.
400 <?xml version="1.0" encoding="UTF-8"?> type SEEHIARIMETEE AN 0-1 AR,
<fault>

<value>/cgi-bin/rtmp</value>
<reason>type range: 0-1</reason>

</fault>

The value entered for the type parameter is not

0-1 and reports an error.

3.23 RHFBEFHEE

3.23 ScheduleStorage Configuration

/cgi-bin/setScheduleStorage?uid=XXXXXX

/cgi-bin/setScheduleStorage?username=admin&password=123456

/cgi-bin/setScheduleStorage?localEnable=0&remoteEnable=1&remote_nfs_server=XXXXX&nfs_s
erver_path=XXXXXX&recordFileSize=XXXXX&stream=1&JpeglInterval=1&enable=1&uid=XXXXXXX

X
SHER SHE i::pa
Parameter name Parameter value Description
uid AR id, 18id/cgi-bin/getuid £ 1115 2I#T id

User id for the session. The id passed through the
/cgi-bin/getuid interface.
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localEnable 0-1 0: KPAAHAFf
1: TIFAHLAEfik
0: Disable Local storage
1: Open Local storage
remoteEnable 0-1 0: KM 2 A7k
1: JTIFMIZ% A7 fik
0: Disable Network Storage
1: Open Network Storage
recordFileSize | ARSI
Int
2, 5, 10, 20, 30 Video file length
remote_nfs_server R HABTE remoteEnable=1 I A A XK
Char* I 2% A it 14 AR 5 2%
Only effective when remoteEnable = 1
Network storage server.
nfs_server_path FR A 7E remoteEnable=1 [ A 2E 2
Char* WA 28 A7 A PO A 55 2 B A
Only effective when remoteEnable = 1
The server path of the network storage.
stream 0, 1, 2 eVt
0: ARG, 1: TR, 2. ERFRATALIA
Stream type
0: main stream, 1: sub stream, 2: main stream and
sub stream
Jpeginterval 0-1 0: XA IEE
1: fTIHINEhRE
0: Disable screenshot function
1: enable the capture function
enable 0-1 WNERAZAE DY 0 B, R E I AR AT

WHAZMEN 1 3%, localEnable=1 [ FF 4T 1
i, FHEEAMRE T, BTG A A
iz

remoteEnable=1 HIJT S FT IFHITH, 74 1L P 45 77
itz BWATEEE AT

If the value is O, it means that the timer recording is
not stored.

If the value is 1, the localEnable = 1 switch is stored

in the local recording, otherwise it is not stored in

the local storage.
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When the remoteEnable = 1 switch is turned on, it is

stored in network storage, otherwise it is not stored

in network storage.

M 7 FR)4 S

Response message

K& NE i3]
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> ER T
<RecordConfig> The request was successful.
<Common LocalEnable="1" RemoteEnable="0"

MountParam="" RecordFileSize="10"/>

<ScheduleRecord Stream="1" LocalStore="1"
RemoteStore="0" Jpeginterval="1"/>

</RecordConfig>

400 <?xml version="1.0" encoding="UTF-8"?> enable ZUA & 0 803 1 5 LIS EHE .
<fault>
<value>/cgi-bin/setScheduleStorage</value> If the enable parameter is not 0 or 1, an error is
<reason>enable: 0,1 reported in the parameter.
</reason>
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> localEnable ZHAN 2 0 80 1 3k LIRS EHREE .
<fault>
<value>/cgi-bin/setScheduleStorage</value> If the localEnable parameter is not 0 or 1, an
<reason>localEnable: 0 or 1</reason> error is reported in the parameter.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> remoteEnable ZHA 2 0 8L 1 B LIRS EHK
<fault> o
<value>/cgi-bin/setScheduleStorage</value>
<reason>remoteEnable: 0 or 1</reason> If the remoteEnable parameter is not 0 or 1, an
</fault> error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> recordFileSize 2 # A 7& 2,5,10,20,30 iX L8 % 4%
<fault> i EAREE 1%
<value>/cgi-bin/setScheduleStorage</value>
<reason>recordFileSize: 2,5,10,20,30</reason> ReportFileSize parameter is not 2, 5, 10, 20, 30 to
</fault> report an error

400 <?xml version="1.0" encoding="UTF-8"?> stream ZHAZE 0, 1, 2 LIRS HIRES.

<fault>
<value>/cgi-bin/setScheduleStorage</value>
<reason>stream: 0,1,2

</reason>

If the stream parameteris not0or 1, 2,an error

is reported in the parameter.
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</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Jpeginterval ZHUAE 0 8iE 1 LIRS EERE .
<fault>

</reason>

</fault>

<value>/cgi-bin/setScheduleStorage</value>

<reason>Jpeglinterval: 0,1

error is reported in the parameter.

3.24 BN RAEE

3.24 EventStorage Configuration

/cgi-bin/setEventStorage ?uid=XXXXXX
/cgi-bin/setEventStorage?username=admin&password=123456

/cgi-bin/setEventStorage?trigger_recording=08&stream=1&record_ftp_upload=XXXXX&record_em

ail_upload=XXXXXX&trigger_capture=XXXXX&capture_ftp_upload=1&capture_email_upload=1&

capture_motionDetectAlarm=1&uid=XXXXXXXX

e s €Y

Parameter name

SHME

Parameter value

iR

Description

uid

2GR id, @i /cgi-bin/getuid 3 21 id

User id for the session. The id passed through the

/cgi-bin/getuid interface.

trigger_recording

0-1

0:
1:

5K R S0 A fik
FTIF R ST fik

: Disable motion detection storage

: Turn on motion detection storage

stream

1-2

N P | Rk O

XY
¢ TR

: main stream

: substream

record_ftp_upload

0-1

s FGA EAER] FTP IR%4
: FAR BAER] FTP RS54 1
: The video is not uploaded to the FTP server

: upload video to FTP server

record_email_upload

0-1

m O Bk O|lRr O Fr O|N K,

: SR AL R Email RS AL
: A5 EAEF] Email RS A
: The video is not uploaded to the Email server

: upload video to Email server
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trigger_capture 0-1 0: RKHEBNMTINELE A%
1: TIFREEh TR K A%
0: Disable motion detection screenshot upload
1: Open motion detection screenshot upload
capture_ftp_upload 0-1 0: FhfuilE KA _LAER) FTe RSS2 1
1: FEEh TR AL 2] FTP IRg5 4% b
0: Motion detection screenshots are not uploaded
to the FTP server
1: upload motion detection screenshot to FTP server
capture_email_upload 0-1 0: Rt A AL R Email R454% L
1: R TIAE_EAL 2] Email 5535 L
0: Motion detection screenshots are not uploaded
to the Email server
1: upload motion detection screenshot to Email
server
capture_motionDetectAlar | 0-1 0: XA BT 4
m 1: JTIFREBhTI R &S
0: Disable motion detection alarm output
1: Turn on motion detection alarm output
M) S FR) i 3C
Response message
K& SR Ei::pa
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> THRI .
<RecordConfig> The request was successful.
<MotionDetectRecord Stream="1" LocalStore="1"
RemoteStore="1" FtpUpload="0" EmailUpload="0"/>
<MotionDetectCapture LocalStore="1" RemoteStore="1"
FtpUpload="1" EmailUpload="0"
OutputChannelAction_enable="1"/>
</RecordConfig>
400 <?xml version="1.0" encoding="UTF-8"?> trigger_recording ZHUA & 0 5l 1 LIRS IR
<fault> o
<value>/cgi-bin/setEventStorage</value>
<reason>trigger_recording: 0 or 1</reason> If the trigger_recording parameter is not 0 or 1,
</fault> an error is reported in the parameter.
400 <?xml version="1.0" encoding="UTF-8"?> stream ZHAE 1 8 2 LIRS HEREE .
<fault>
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<value>/cgi-bin/setEventStorage</value> If the stream parameter is not 1 or 2, an error is
<reason>stream: 1 or 2</reason> reported in the parameter.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> record_ftp_upload ZH( A2 0 Bi# 1 LiRkRS4L
<fault> i
<value>/cgi-bin/setEventStorage</value>
<reason>record_ftp_upload: 0 or 1 </reason> If the record_ftp_upload parameter is not 0 or 1,
</fault> an error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> record_email_upload 2442 0 83 1 LS
<fault> PAE{ S
<value>/cgi-bin/setEventStorage</value>
<reason>record_email_upload: 0 or 1 </reason> If the record_email_upload parameter is not 0 or
</fault> 1, an error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> trigger_capture Z A2 0 83 1 EISHARk
<fault> e
<value>/cgi-bin/setEventStorage</value>
<reason>trigger_capture: 0 or 1 </reason> If the trigger_capture parameter is not 0 or 1, an
</fault> error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> capture_ftp_upload 2 A2 0 8l 1 EIRSHL
<fault> i
<value>/cgi-bin/setEventStorage</value>
<reason>capture_ftp_upload: 0 or 1 </reason> If the capture_ftp_upload parameter is not O or
</fault> 1, an error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> capture_email_upload ZH(A & 0 834 1 Lk
<fault> B
<value>/cgi-bin/setEventStorage</value>
<reason>capture_email_upload: 0 or 1 </reason> If the capture_email_upload parameter is not 0
</fault> or 1, an error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> capture_motionDetectAlarm ZH A& 0 Bl # 1
<fault> IRSHEIREE .
<value>/cgi-bin/setEventStorage</value>
<reason>capture_motionDetectAlarm: 0 or 1 </reason> If the capture_motionDetectAlarm parameter is
</fault> not 0 or 1, an error is reported in the parameter.

3.25 FREFZHRE (0OEM)
3.25 Get device status

/cgi-bin/getDevState?uid=XXXXXXXX

SHAK SHE

Parameter name Parameter value

ik

Description

uid

ZAEHIFH P id, 3@ /cgi-bin/getuid 2 4531 id

User id for the session. The id passed through the

51



ccneam

IPC HTTP CGI 154114

/cgi-bin/getuid interface.

M S FR) 4 3C

Response message

K& NE iR
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> 1 R BTh

<DevState sd1="0"
system_time="2020-1-16-12-12-43"
MemTotal="125620 kB

" MemFree="24384 kB"/>

Sd2="0"
run_time="0-2-56-40"

The request was successful.

3.26 fill%k 10 _EFF %

3.26 Trigger 10 alarm switch

/cgi-bin/setAlarmState?uid=XXXXXXXX

/cgi-bin/setAlarmState?position=1&logicalstate=1&uid=XXXXXXXX

SE AR SHME iR
Parameter name | Parameter value Description
uid SUEMAF id, i85l /cgi-bin/getuid £z 113 2117 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
position BES PR UBCINEFE - SIPS
Channel number Set channel alarm switch
0-3
logicalstate PRy Y ACIPIP N 0: HHFFR
Normally open or | 1: ®IFIFx
normally closed | 0: normally closed switch
switch 1: normally open switch
0-1
M 17 4 4 SC
Response message
REH W& ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 15 R T
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<setAlarmState position="0"

logicalstate="1"/>

The request was successful.

400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR I
<fault> Position IS HIVERIA 0-3, ARG FEEh 4R
<value>/cgi-bin/setAlarmState</value>
<reason>position: 0 ~ 3</reason> Failed to get parameters
</fault> The range of the Position parameter is 0-3, and the
rest of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR I

<fault>
<value>/cgi-bin/setAlarmState</value>
<reason>logicalstate: 0 ~ 1</reason>

</fault>

logicalstate (IS EMTEFIA 0-1, HRMTEHE SR
o

Failed to get parameters
The range of the logicalstate parameter is 0-1, and the

rest of the range will report an error.

3.27 RIBHEATEEIFREE
3.27 WODR Switch settings

/cgi-bin/set_wdr?uid=XXXXXXXX

/cgi-bin/set_wdr?enable=1&wdr_value=1&uid=XXXXXXXX

SE AR SHME iR

Parameter name Parameter value Description

uid SEMA P id, i85l /cgi-bin/getuid £z 1132117 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

enable 0-1 0: K] WDR Fk
1: #7JF WDR JF %
0: Disable WDR switch
1: turn on the WDR switch

wdr_value 0-255 i AR TS
Adjustment range of wide dynamic mode

M 17 4 4 SC

Response message

REG NE iR

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> TR

<Capture WDRMode="1"

WDRValue="53"></Capture>

The request was successful.

53




ccneam

IPC HTTP CGI 154114

400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR I
<fault> enable fIZEAITEEDY 0-1, JARMITE 2.
<value>/cgi-bin/set_wdr</value>
<reason>enable: 0 or 1</reason> Failed to get parameters
</fault> The range of the enableparameter is 0-1, and the rest
of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR IR

<fault>
<value>/cgi-bin/set_wdr</value>
<reason>wdr_value: 0 ~ 255</reason>

</fault>

wdr_value IS $FTE E N 0-255, HAMTEREH 2
TG

Failed to get parameters
The range of the wdr_value parameter is 0-255, and

the rest of the range will report an error.

3.28 [MREEFFRE

3.28 noise reduction Switch settings

/cgi-bin/set_noise_reduction?uid=XXXXXXXX

/cgi-bin/set_noise_reduction?y 2D _value=128&y_3D_value=128&uid=XXXXXXXX

SR SHE 73
Parameter name Parameter value Description
uid SRR P id, J#id/cgi-bin/getuid B2 11321 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
y_2D_value 0-255 2D FEME 15 B BV
2D noise reduction setting range
y_3D_value 0-255 3D FAME ) B HITE
3D noise reduction setting range
M) S FR) i 3C
Response message
K& A& ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> TR AT
<Capture TNF="128" | The request was successful.
SNF="128"></Capture>
400 <?xml version="1.0" encoding="UTF-8"?> RIS R
<fault> y_2D_value [ ZHUMYE Iy 0-255, HA 7 Flgt 2=
<value>/cgi-bin/set_noise_reduction</value | R4 .
>
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<reason>2D_value: 0 ~ 255</reason>

</fault>

Failed to get parameters
The range of the y_2D_value is 0-255, and the rest of

the range will report an error.

400 <?xml version="1.0" encoding="UTF-8"?>
<fault>
<value>/cgi-bin/set_noise_reduction</value
>

<reason>3D_value: 0 ~ 255</reason>

</fault>

RS HRIN
y_3D_value MIZ3U G RN 0-255, AR MTu Rt &
st

Failed to get parameters
The range of the y_3D_value parameter is 0-255, and

the rest of the range will report an error.

3.29 ZRiSREMA R E

3.29 Encoding code stream switch setting

/cgi-bin/set_start_codec?uid=XXXXXXXX

/cgi-bin/set_start_codec?streamQ_enable=1&stream1_enable=1&uid=XXXXXXXX

SHATR 2HE ik
Parameter name Parameter value Description
uid S id, 381 /cgi-bin/getuid 4% 13211 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
streamO_enable 0-1 0: FHL A5 B < H]
1. TR EITIT
0: The encoding setting of the main stream is off
1: the encoding setting of the main stream is on
stream1_enable 0-1 0: THIU Al 5 B 5% ]
1. THRE LR BT T
0: The encoding setting of the substream is off
1: Encoding setting of substream is on
M 7 FRJ 4R S
Response message
REG NE ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> TR
<Encode><EncodeConfig Stream="1" | The request was successful.
Enable="1"/>
<EncodeConfig Stream="2"
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Enable="1"/></Encode>

400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR I
<fault> streamO_enable FIZ 4G N 0-1, HAR TG
<value>/cgi-bin/set_start_codec</value> ZREE
<reason>streamQ_enable: 0 or 1</reason>
</fault> Failed to get parameters
The range of the stream0Q_enable is 0-1, and the rest
of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR I

<fault>
<value>/cgi-bin/set_start_codec</value>
<reason>stream1_enable: 0 or 1</reason>

</fault>

stream1_enable IS4G N 0-1, HAR TG

.

Failed to get parameters
The range of the streaml_enable parameter is 0-1,

and the rest of the range will report an error.

3.30 ASMTPAERREHFREE
3.30

Infrared light and brightness switch settings

/cgi-bin/setBrightness_InfraredLamp?uid=XXXXXXXX
/cgi-bin/setBrightness_InfraredLamp?setbrightness=1&infrared_lamp=1&uid=XXXXXXXX

SRR SHE HiiR
Parameter name Parameter value Description
uid SRR id, @it /cgi-bin/getuid D152 id

User id for the session. The id passed through the /cgi-bin/getuid

interface.
Led brightness 0-100 BB LLAMT S R
Set the range of brightness
infrared_lamp 0-1 0: ZLAMT R

1: ZLAMTIT)E
0: close infrared

1: open infrared

M 82 FR) i 3C

Response message

K& A& Hd
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 15 3R I
<Capture led_Brightness ="100" | The request was successful.
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infrared_lamp="1"></Capture>

400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR I
<fault> setbrightness [F1Z3U TG H 4 0-100, H AR 1TEHE
<value>/cgi-bin/setBrightness_InfraredLam | <R4k.
p</value>
<reason>brightness: 0 ~ 100</reason> Failed to get parameters
</fault> The range of the setbrightness is 0-100, and the rest
of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR I

<fault>
<value>/cgi-bin/setBrightness_InfraredLam
p</value>

<reason>infrared_lamp: 0 ~ 1</reason>

</fault>

infrared_lamp IS4G RS 0-1, HARMVEHE &
Al

Failed to get parameters
The range of the infrared_lamp parameter is 0-1, and

the rest of the range will report an error.

3.31 JR%ImEFFR API
3.31 Service port switch API

/cgi-bin/set_service_port?uid=XXXXXXXX

/cgi-bin/set_service_port?enable_web=1&enable_control=1&enable_rtsp=1&enable_hik=1&uid

=XXXXXXXX

/cgi-bin/set_service_port?enable_web=1&webport=80&enable_control=1&controlport=8091&e
nable_rtsp=1&rtspport=554&enable_hik=1&hikport=8000& uid=XXXXXXXX

SE AR SHME ik
Parameter name Parameter value Description
uid SUEMAF id, il /cgi-bin/getuid £z 1145217 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
enable_web 0-1 0: Z<M] WEB HJus

1: F77F WEB {35 O
0: Close WEB port
1: Open the web port

enable_control 0-1

0: KH PTZ g 1
1: 7T PTZ %l 11
0: Close the control port of PTZ
1: Open the control port of PTZ

enable_rtsp 0-1

0: <M RTSP (K3 [
1: FTFF RTSP f35 K
0: Disable RTSP port
1: Open RTSP port
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enable_hik

0-1

0: % Mg HE B AR 3 11
1 FTTTHERERM A 3 11
0: Close the port of Haikang protocol

1: open the port of Haikang protocol

webport

1~65535

WEB ¥iij I
WEB Port

hikport

1~65535

HIK ¥
HIK Port

rtspport

1~65535

RTSP ¥ [
RTSPPort

controlport

1~65535

Control ¥ [

Control Port

M S F) 4 3C

Response message

K& A& Hd
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> BRI

<MediaStreamConfig>
<StreamAccess enable_web="1"
enable_rtsp="1" enable_comm="1"
enable_hik="1" />

</MediaStreamConfig>

The request was successful.

400 <?xml version="1.0" encoding="UTF-8"?> RIS BRI
<fault> enable_web SRy 0-1, HARRVEHEE&
<value>/cgi-bin/set_service_port</value> Ei &
<reason>enable_web: 0 ~ 1</reason>
</fault> Failed to get parameters
The range of the enable_web is 0-1, and the rest of
the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> RIS BRI
<fault> enable_control B4 Dy 0-1, A2 B 76 3t
<value>/cgi-bin/set_service_port</value> SHRE
<reason>enable_control: 0 ~ 1</reason>
</fault> Failed to get parameters
The range of the enable_control parameter is 0-1, and
the rest of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> RIS BRI

<fault>
<value>/cgi-bin/set_service_port</value>
<reason>enable_rtsp: 0 ~ 1</reason>

</fault>

enable_rtsp IS HHTEEN 0-1, HAMEHEES
Ei &

Failed to get parameters
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The range of the enable_rtsp parameter is 0-1, and

the rest of the range will report an error.

400 <?xml version="1.0" encoding="UTF-8"?>
<fault>
<value>/cgi-bin/set_service_port</value>
<reason>enable_hik: 0 ~ 1</reason>

</fault>

KNS HUR I
enable_hik IZEAITEEDY 0-1, JERAVEHHL SR

o

Failed to get parameters
The range of the enable_hik parameter is 0-1, and the

rest of the range will report an error.

3.32 XERMXI AP
3.32 Service Set privacy zone API

/cgi-bin/set_privacy_zone?uid=XXXXXXXX

/cgi-bin/set_privacy_zone?Mask1Height=1&Mask1width=1&Mask1xPos=1&Mask1lyPos=1&uid=X

XXXXXXX

B e B X IR AR AL 4 AN Xk 3

SrA ATV X ALAR, Y AR, BEAADX S8R %

SR AN
H— A X

» FEAADX IR e o

1. MasklHeight, 2. Masklwidth, 3. Mask1xPos, 4. MasklyPos

5 AR A X

1. Mask2Height, 2. Mask2width, 3. Mask2xPos, 4. Mask2yPos

=R A X

1. Mask3Height, 2. Mask3width, 3. Mask3xPos, 4. Mask3yPos

S5 VA B A X3

1. Mask4Height, 2. Mask4width, 3. Mask4xPos, 4. Mask4yPos

SHATR 2HE ik

Parameter name Parameter value Description

uid S P id, 81 /cgi-bin/getuid 4% 13211 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

Mask1Height int S NBRRA X S v
Height of the first privacy zone

Mask1width int S AN B AA DX A o
The width of the first privacy zone

Mask1xPos Int B —ABRRL XTI X A b
Vertex X coordinate of the first privacy region

Mask1yPos int BN AL XA T A Y AR
Vertex Y coordinate of the first privacy region

M 7 FRJ 4R S
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K& HE 73
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> 15 3R I
<Mask>0K</Mask> The request was successful.

400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR I
<fault> KRR 21 P X PR v 2 v B ARV, AN AU
<value>/cgi-bin/set_privacy zone</value>
<reason>mainStreamMask_Height is | Failed to get parameters
none</reason> The height of the privacy masked area is set to an
</fault> illegal value, not a valid value.

400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR I
<fault> RERAEE 21 P [X P 8 2 v B AR VAL, AN AU
<value>/cgi-bin/set_privacy zone</value>
<reason>mainStreamMask_Width is | Failed to get parameters
none</reason> The Width of the privacy masked area is set to an
</fault> illegal value, not a valid value.

400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR I
<fault> RORA JEER PR X SR TV Y X AR BB ARVAME, AR
<value>/cgi-bin/set_privacy_zone</value> R -
<reason>mainStreamMask_xPos is
none</reason> Failed to get parameters
</fault> The X coordinate of the vertex of the privacy occluded

area is set to an illegal value, not a valid value.

400 <?xml version="1.0" encoding="UTF-8"?> REL S H R
<fault> R RAJEE RS IR X R THU A ) Y ARbR R B AR RE, A
<value>/cgi-bin/set_privacy_zone</value> HAHE
<reason>mainStreamMask_yPos is
none</reason> Failed to get parameters
</fault> The Y coordinate of the vertex of the privacy-occluded

area is set to an illegal value, and is not a valid value.

3.33 EBBERRE
3.33 set flip settings

/cgi-bin/set_flip?uid=XXXXXXXX

/cgi-bin/set_flip?vertical_flip=1&horizon_flip=1&uid=XXXXXXXX

SH AW

Parameter name

SHE

Parameter value

ik

Description

uid

S5 A id, i85t /cgi-bin/getuid 43 D75 FIH id
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interface.

User id for the session. The id passed through the /cgi-bin/getuid

vertical_flip 0-1

N E AR
R EER
: Do not use vertical flip

: use vertical flip

horizon_flip 0-1

0
1
0
1
0
1
0
1

s AME KPR
: fE KPR
: Do not use horizontal flip

: use horizontal flip

M 7 P4 S

Response message

K& A& Hd
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> BRI
<Capture vertical_flip="1" | The request was successful.
horizon_flip="1"></Capture>
400 <?xml version="1.0" encoding="UTF-8"?> RIS R
<fault> vertical_flip FIZEITE BN 0-1, HARIVEHE L&
<value>/cgi-bin/set_flip</value> o
<reason>vertical_flip: 0 or 1</reason> Failed to get parameters
</fault> The range of the vertical_flip parameter is 0-1, and
the rest of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> RIS BRI
<fault> horizon_flip M E VLN 0-1, HARMVEHEM <
<value>/cgi-bin/set_flip</value> Ei &
<reason>horizon_flip: 0 or 1</reason> Failed to get parameters
</fault> The range of horizon_flip parameter is 0-1, and the
rest of the range will report an error.
3.34 https iE P FMFAEH E4&

3.34 https Certificate and private key upload

VEAH{E BiETE Certificate.html SCRY .

i Js AR B EAEIEIL, M WN ) demo, KT UFE HTTPS BTl ZHIESS, A8, R4

B ER_ AR 1PC BT [E 22 H 3¢ /mnt/nand

For more information, see Certificate.html.

Using the JS native form upload form, using the following demo, you can upload the certificate,

private key, and private key password required by HTTPS to the fixed directory / mnt / nand of

the IPC
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1. Certificate.html

1.

10.
11.
12.

13.
14.
15.
16.

17.
18.
19.

20.
21.
22.
23.
24.
25.
26.

3.35
3.35

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w
3.0rg/TR/xhtml1/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<title>IP Camera</title>
</head>
<body>

<div id="m_plugin"></div>

<form id="form_form_streamMediaCertificate" class="ui-form" name="f_form_str
eamMediaCertificate” action="http://192.168.2.115/WebCertificateUploadFile"” m

ethod="post" target="post_frame_streamMediaCertificate"” enctype="multipart/fo
rm-data">
<div class="ui-form-item fn-relative">
<div class="ui-form-item">
<label class="ui-label fn-padl20 fn-width120" id="streamMediaCer
tificate_file_ label">https ilE1i</label>
</div>
<div class="fn-left fn-relative">
<div class="ui-file fn-opacity">
<input type="file" class="ui-file-box fn-opacity" name="oem_
mp3" id="streamMediaCertificate_file_audio" hidefocus="hidefocus"/>
</div>
</div>
<input type="submit" id="streamMediaCertificate_submit" value="submi
t"/>
</div>

</form>

<script type="text/javascript">
</script>

</body>

</html>

H & X 0SD
UserOSD

cgi-bin/userosd?title_index=x&uid=XXXXXXXX
cgi-bin/userosd?title_index=x&enable=0&uid=XXXXXXXX
cgi-bin/userosd?title_index=x&enable=1&uid=XXXXXXXX
cgi-bin/userosd?title_index=x&title_utf8=XXXXXXXX&uid=XXXXXXXX

cgi-bin/userosd?title_index=x&enable=1&color=1&fontsize=1&title_pos_type=1&title_pos_x=1&title_pos_y=0&t
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SR SHE 73
Parameter name Parameter value Description
uid ff2e45cd( SR id, @i /cgi-bin/getuid 2 I3 EI) id
Like this format) User id for the session. The id passed through the /cgi-bin/getuid
interface.
Option: HE X 0SD 7%
title_index o~4a UserOSD sequence number
enable Option 1 AR FTTF B X B S 1K) UserosD, 0 X 38 5 F1 5t B 5 11
0 UserOSD
1 1 Enable UserQOSD, 0 Disable UserOSD
color Option: R UserosD YFIEAME. Al 16 fi RGB Hl Al R
0x00 ~ Oxffffff Represents the color value of UserOSD. Use 16-bit RGB color
value for representation
fontsize Option FARRSE, 0 /b, 191, 2 kK
0,1,2
Font size. 0 Small, 1 Medium, 2 Large
title_pos_type Option PRI E AL, 0 I, 1 A4
0,1
Title position type. 0 Direction, 1 Coordinate
title_pos_x Numbers FrER x A7 B, title_pos_type=0 I HU{H 0 & 2,
title_pos_type=1 K} HU{H 0 £ 100
Title x-axis position. Values 0 to 2 for title_pos_type = 0 and O to
100 for title_pos_type =1
title_pos_y Numbers Ry ®hfr B, title_pos_type=0 B HU{H 0 & 2,
title_pos_type=1 B} HU{H 0 £ 100
Title x-axis position. Values 0 to 2 for title_pos_type = 0 and O to
100 for title_pos_type =1
title_utf8 T N 2%

2R HTTP URL FOHESE, 415 title_utf8 (124 /& 5 REAI K |
AN B, R A Hoh AT I 7 B utf8 g T
e

il

ipcamera

title_utf8=ipcamera

IREF

title_utf8=%E4%BD%A0%E5%A5%BD

R IF ipcamera

title_utf8=%E4%BD%A0%E5%A5%BDipcamera
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Title content

The title_utf8 parameter specification: according to the HTTP
URL specification, if the value of title_utf8 is both alphanumeric
and the number does not need to be converted, if it contains
other characters, it needs to be converted to a utf8 encoded
string.

For example:

ipcamera

title_utf8=ipcamera

i

title_utf8=%E4%BD%A0%E5%A5%BD

VRIF ipcamera

title_utf8=%E4%BD%A0%E5%A5%BDipcamera

M S F) 4 3C
Response message
K& & i/
Status Content Description
code
200 The request was successful. The value of the
parameter is:
enable: Enable or disable OSD
color: Color
fontsize: Font size
title_pos_type: Title position type
title_pos_x: Title x-axis position
title_pos_y: Title y-axis position
title_utf8: Title content
400 <?xml version="1.0" encoding="UTF-8"?> Parameter enable error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/userosd</value> repeat the explanation)
<reason>enable: 0 or 1</reason>
</fault>

3.36 TG

3.36 Led Control
cgi-bin/set_led?brightness=50&ledstatus=0&ledmode=1&uid=XXXXXXXX

SH AW

Parameter name

SHfE

Parameter value

ik

Description

uid

ff2e45cd(
Like this format)

SER A P id, @i /cgi-bin/getuid 2 45311 id
User id for the session. The id passed through the /cgi-bin/getuid
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interface.
Option: 1T
brightness 0~ 100 Light brightness
ledstatus Option 1ARTTEATG, 0 ARICHAT
0 1: turn on the light, 0 : turn off the light
1
ledmode Option: TR AT R 1R g b 223K AN
lor2 light type 1: Indicates infrared 2: Indicates white light
M S FR) 4 3C
Response message
K& HE 73
Status Content Description
code
200 The request was successful. The value of the
parameter is:
enable: Enable or disable OSD
color: Color
fontsize: Font size
title_pos_type: Title position type
title_pos_x: Title x-axis position
title_pos_y: Title y-axis position
title_utf8: Title content
400 <?xml version="1.0" encoding="UTF-8"?> Parameter brightness error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/set_led</value> repeat the explanation)
<reason>brightness: 0 ~ 100</reason>
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter brightness not found
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/set_led</value> repeat the explanation)
<reason>not find param brightness
</reason>
</fault>
3.37 IRCUT #&fl
3.37 IRCUT Control

cgi-bin/set_ircut?ircutmode=1&uid=XXXXXXXX

SH AW

Parameter name

SHfE

Parameter value

ik

Description

65



http://192.168.1.10/cgi-bin/factory_reset?uid=ff2e45cd

ccneam

IPC HTTP CGI 154114

uid ff2e45cd( SR id, @i /cgi-bin/getuid 2 I3 EI) id
Like this format) User id for the session. The id passed through the /cgi-bin/getuid
interface.
Option: Ircut A
ircutmode 0~5 UserOSD sequence number
time Option: I 1A B, BU{E A day or night, 24 ircutmode Ay 3 i, it e T
day or night N, FB time %40 I
Time: the value is day or night, when ircutmode is 3, that is,
manual mode, the field time must be brought.
M S F) 4 3C
Response message
K& A& Hd
Status Content Description
code
200 The request was successful. The value of the
parameter is:
enable: Enable or disable OSD
color: Color
fontsize: Font size
title_pos_type: Title position type
title_pos_x: Title x-axis position
title_pos_y: Title y-axis position
title_utf8: Title content
400 <?xml version="1.0" encoding="UTF-8"?> Parameter ircutmode error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/set_led</value> repeat the explanation)
<reason>ircutmode: 0 ~ 5</reason>
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time not found
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/set_led</value> repeat the explanation)
<reason>not find param time</reason>
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/set_led</value> repeat the explanation)
<reason>error param time</reason>
</fault>

3.38 URL skip the login
3.38 URL B & 3x A

/WEBIlogin?username=xxxx&password=xxxxx
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SR SHE ik
Parameter name Parameter value Description
username web F1 44
web username
password web 15
web password
3.39 Set UID valid time
3.39 BLRE UID A 3T )
/cgi-bin/setUidValidTime?validTime=80&uid=xxxxxxx
SR SHE ik
Parameter name Parameter value Description
uid ff2e45cd(Like this format) 2GR id, @i /cgi-bin/getuid 4% 45 3 11 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
validTime Option: >0 FRNTEE AT vid A (A, A7 B, T uid
BN R[] 12 60 A0
Indicates the effective time of setting the current uid,
unit: second, the default effective time of the current
uid is 60 seconds
SRR S
Response message
REH WA ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 15 3R I
<SetUidValidTime>Uid valid time is 60 | The request was successful.
sec</SetUidValidTime>
400 Parameter time error
(Other parameters similar to the wrong tips do not
repeat the explanation)

3.40 Manually trigger io input alarm

3.40 FHMAK io MINGTE

/cgi-bin/setManuallnputAlarm?uid=xxxxxxx

67




ccneam

IPC HTTP CGI 154114

SR SHE ik
Parameter name Parameter value Description
uid ff2e45cd(Like this format) 2GR id, @3 /cgi-bin/getuid 4% 045 3 11 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
Wi 7 414 3C

Response message

K& HE 73
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 15 3R I
<ManuallnputAlarm>successful</Manualln The request was successful.
putAlarm>
400 Parameter time error
(Other parameters similar to the wrong tips do not
repeat the explanation)

3.41 onvif authentication settings

3.41 onvif \iFRE

/cgi-bin/onvif?onvif_auth=1&uid=xxxxxxx

SH LR SHUE Ei:13%)
Parameter name Parameter value Description

uid SR id, 81t /cgi-bin/getuid D15 201 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

enable 0-1 0: KM onvif IAIIE
1: 7T onvif IAIE
0: Disable onvif auth
1: Open onvif auth

M) ]2 PR S

Response message

REG HNE iR

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> 15 R T
<OnvifConfig onvif_auth="1"/> The request was successful.
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400 <?xml version="1.0" encoding="UTF-8"?>
<fault>
<value>/cgi-bin/onvif </value>

<reason>onvif_auth: 0 or 1 </reason>

Parameter time error
(Other parameters similar to the wrong tips do not

repeat the explanation)

3.42 rtsp authentication settings

3.42 rtsp NIF X E

/cgi-bin/rtsp?rtsp_auth=1&uid=xxxxxxx

SR SHE i3
Parameter name Parameter value Description

uid 2GR id, 383 /cgi-bin/getuid 4% 121 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

enable 0-1 0: =M rtsp AIIE
1: FTIF rtsp AIIE
0: Disable rtsp auth
1: Open rtsp auth

M) )87 ) SC

Response message

K& A& iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 15 3R I
<RtspConfig rtsp_auth="1"/> The request was successful.
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error

<fault>
<value>/cgi-bin/rtsp </value>

<reason> rtsp_auth: 0 or 1 </reason>

(Other parameters similar to the wrong tips do not

repeat the explanation)

3.43 Get the position status of the relay

3.43 FRENGk B HIA BIRE

/cgi-bin/getRelayStatus? uid=xxxxxxx

SR

Parameter name

SHE

Parameter value

ik

Description
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uid ff2e45cd(Like this format) 23EH 7 id, @3 /cgi-bin/getuid 4% 045 3 1) id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

Wi J87 )4 S

Response message

K& & i/
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> 15 2R I
<RelayStatus>status=1</RelayStatus> The request was successful.

400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
<RelayStatus>Get status(0) (Other parameters similar to the wrong tips do not
fail</RelayStatus> repeat the explanation)

3.44 Set the position state of the relay

3.44 BEHHBHAERSE

/cgi-bin/setRelayStatus? status=0& uid=xxXxxxx

SHER SHE Hd

Parameter name Parameter value Description

uid ff2e45cd(Like this format) SR P id, @ id/cgi-bin/getuid #2113 FI) id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

status 0-1 0: Wit
1: &
0: open
1: close

M) S FR) i 3C

Response message

K& HE 73

Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> 153K %I

<RelayStatus> set status=1</RelayStatus> The request was successful.

400 Parameter time error
(Other parameters similar to the wrong tips do not
repeat the explanation)
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3.4 BEFIRITEE

/cgi-bin/setShutterSpeed?
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dayShutterMode=x&dayShutterSpeed=xxx&nightShutterMode=x&nightShutterSpeed=xxx&uid=x

XXXXXX
SR SHE ik
Parameter name Parameter value Description

uid ff2e45cd(Like this format) 23EH 7 id, @3 /cgi-bin/getuid 4% 453 11 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

dayShutterMode BRI TR 0-1 0: B

Day Shutter Mode: 0-1 1: Tz

0: auto
1: manual

dayShutterSpeed 10 - 10000 Day Shutter Mode

nightShutterMode BRI 01 0: H3)
Night Shutter Mode: 0-1 1: Tz
0: auto
1: manual
nightShutterSpeed 10 - 10000 R R TR E
Night Shutter Mode
M S F) 4 3C
Response message
K& & i/
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 1R T
<setShutterSpeed>Set dayShutterMode=1, | The request was successful.
dayShutterSpeed=100,
nightShutterMode=1,
nightShuuterSpeed=100</setShutterSpeed>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/setShutterSpeed repeat the explanation)
</value>
<reason> dayShutterMode: 0 or 1
</reason>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
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<fault>
<value>/cgi-bin/setShutterSpeed </value>
<reason>dayShutterSpeed: 10 or

10000</reason>

(Other parameters similar to the wrong tips do not

repeat the explanation)

400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/setShutterSpeed </value> repeat the explanation)
<reason>nightShutterMode: 0 or 1
</reason>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error

<fault>
<value>/cgi-bin/setShutterSpeed </value>
<reason> nightShutterSpeed: : 10 or 10000

</reason>

(Other parameters similar to the wrong tips do not

repeat the explanation)

3.45 Set device OEM model
3.45 WEH W& OEM B 5

/cgi-bin/setDeviceName?deviceName=xxxxxxX&uUid=xxxXXxxx

SHER SHE Hd
Parameter name Parameter value Description
uid ff2e45cd(Like this format) SR P id, @it /cgi-bin/getuid #: (13 I id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
deviceName OEM &% H 5
OEM device model
M) S FR) i 3C
Response message
K& A& ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> TR AT
<setDeviceName>Set device name(xxxxx) | The request was successful.
successfull</setDeviceName>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/setDeviceName repeat the explanation)
</value>
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<reason>set device name failed! </reason>

3.35 WEHEX 0D (REENMRE)
3.35 UserOSD(Only set without saving)
/cgi-bin/setUserOsdOnly?enable=1&fontsize=1&title_pos_type=0&title_pos x=1&title_pos_y=0&title_utf8=1236

66&uid=XXXXXXXX

SR SHE i/
Parameter name Parameter value Description
uid ff2e45cd( LG id, 8T /cgi-bin/getuid ¥ 1321 id
Like this format) User id for the session. The id passed through the /cgi-bin/getuid
interface.
enable Option 1 AR F B X BT 5 1 UserosD, 0 A58 3¢ H bt B 5 11
0 UserOSD
1 1 Enable UserQOSD, 0 Disable UserOSD
fontsize Option FARRSE, 0/, 17, 2 K
0,1,2
Font size. 0 Small, 1 Medium, 2 Large
title_pos_type Option FRAEAIE AL, 0 I, 1 AR
0,1
Title position type. 0 Direction, 1 Coordinate
title_pos_x Numbers FrEE x A7 B, title_pos_type=0 B HU{H 0 & 2,
title_pos_type=1 B} HU{H 0 £ 100
Title x-axis position. Values 0 to 2 for title_pos_type = 0 and O to
100 for title_pos_type =1
title_pos_y Numbers e oy Hifiz B, title_pos_type=0 B} HUfH 0 & 2,
title_pos_type=1 K} HU{H 0 £ 100
Title x-axis position. Values 0 to 2 for title_pos_type = 0 and O to
100 for title_pos_type =1
title_utf8 o P 2%

2R HTTP URL FOHESE, 415 title_utf8 (124 /& 5 REAI K |
AN, R HAh R ) T B utf8 S Y
.

il 1

ipcamera

title_utf8=ipcamera

N
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title_utf8=%E4%BD%A0%E5%A5%BD
VRIF ipcamera

title_utf8=%E4%BD%A0%ES5%A5%BDipcamera

Title content

The title_utf8 parameter specification: according to the HTTP
URL specification, if the value of title_utf8 is both alphanumeric
and the number does not need to be converted, if it contains
other characters, it needs to be converted to a utf8 encoded
string.

For example:

ipcamera

title_utf8=ipcamera

(85

title_utf8=%E4%BD%A0%ES5%A5%BD
VRIF ipcamera

title_utf8=%E4%BD%A0%ES5%A5%BDipcamera

M S FR) 4 3C
Response message
K& & i/
Status Content Description
code
200 The request was successful. The value of the
parameter is:
enable: Enable or disable OSD
color: Color
fontsize: Font size
title_pos_type: Title position type
title_pos_x: Title x-axis position
title_pos_y: Title y-axis position
title_utf8: Title content
400 <?xml version="1.0" encoding="UTF-8"?> Parameter enable error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/userosd</value> repeat the explanation)
<reason>enable: 0 or 1</reason>
</fault>

3.36 JEIL A2 O IREUH S # S

3.36 Obtain the user password through the loopback port

/cgi-bin/getCurrentUserAccount
/cgi-bin/getCurrentUserAccount? uid=XXXXXXXX
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M S F) 4 3C

Response message

K& HE 73

Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> 15 R T
<UsernamePassword>username=admin, The request was successful.
password=123456</UsernamePassword>

400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
<fault> (Other parameters similar to the wrong tips do not
<UsernamePassword>Get username repeat the explanation)
password failed!!!</UsernamePassword>

3.37 WEME i OHRIEEEHE

3.37 Set to send alarm message to loopback port
/cgi-bin/setSendAlarmMsgEnable?enable=1&uid=XXXXXXXX

SR SHE iR
Parameter name Parameter value Description
uid ff2e45cd(Like this format) SEIIA P id, 81 /cgi-bin/getuid $ M3 E 1) id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
enable Value: 0~1 0: 5% ]
1AM
M 17 4 SC
Response message
K& NE iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> TR
<SendAlarm enable=1"/> The request was successful.
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/setSendAlarmMsgEna | repeat the explanation)
ble </value>
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<reason>alarm enable: 0 or 1 </reason>

3.38 AR A&
3.38 Fine focus

/cgi-bin/focus_slight_ctrl?setfocus=1&uid=XXXXXXXX

LR SHE 2734

Parameter name Parameter value Description

uid ff2e45cd(Like this format) 23EH 7 id, @3 /cgi-bin/getuid 4% 0453 1) id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

setfocus Value: -1 or 1 -1: LHE (focus far)

1T #E (focus near)
M S F) 4 3C

Response message

K& A& Hd
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> BRI
<ptz_ctri>true</ptz_ctrl> The request was successful.
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error

<fault>
<value>/cgi-bin/focus_slight_ctrl
</value>

<reason> error, parse parameters </reason>

(Other parameters similar to the wrong tips do not

repeat the explanation)

IT#E (focus near)
/cgi-bin/ptz_ctrl?focus=1&uid=XXXXXXXX
ZLHE (focus far)
/cgi-bin/ptz_ctrl?focus=-1&uid=XXXXXXXX

4.f# A XMLHttpRequest i ] WEB R 25K CGI F2FF
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4. Using XMLHttpRequest to call CGl program of web server

LAFRAS TPC VA& uid R P 0 S I — NIRRT -
JS Vi A AR P S AR -

1. function timestamp(url){

2 // var getTimestamp=Math.random();

3 var getTimestamp=new Date().getTime();

4 if(url.index0f("?")>-1){

5. url=url+"xtamp="+getTimestamp

6 lelse{

7 url=url+"?timestamp="+getTimestamp

3 }

9. return url;

10. 3

11.

12. function inner__getuid()

13. ¢

14. var xmlHttpRequest = null;

15. try{

16.

17. if (window.XMLHttpRequest) {

18. xmlHttpRequest = new XMLHttpRequest();

19. B

20. else if (window.ActiveXObject) {

21. xmlHttpRequest = new ActiveXObject("Microsoft.XMLHTTP");

22. h

23. var szPort = window.location.port;

24. var szProtocol = window.location.protocol;

25. var szHostname = window.location.hostname;

26.

27. / /%13 UID fMH

28. var g _des_userid_test = des("WebLogin", hexToString(g_des_userid), o,
0);

29. var g_des_passwd_test = des("WebLogin", hexToString(g_des_passwd), O,
0);

30.

31. [/ EF TR I, JEOORECE AN T4 .

32. var re=/[~\u4e00-\u9fa5a-zA-70-9]/g;

33. g _des_userid_test = g des_userid_test.replace(re,"");

34, g _des_passwd_test = g des_passwd_test.replace(re,"");

35.

36. var szUrl = szProtocol+ "//" + szHostname + ":" + szPort + "/cgi-bin

/getuid?username="+g_des_userid_test+"&password="+g_des_passwd_test;
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37.
38.
39.
40.
41.
42.
43.
44,
45.
46.

47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.

//3EINETRIER, FRAS TE W EAY
xmlHttpRequest.open("GET", timestamp(szUrl), false);
xmlHttpRequest.send(null);
if(xmlHttpRequest.readyState==4)
{
if(xmlHttpRequest.status==200) {
var xml = xmlLoadText(xmlHttpRequest.responseText);
[/ IEA T FREL xm 5L T (1 250405 11 bR 2
var uid = xml.getElementsByTagName("uid")[@].childNodes[@].n
odeValue;
}
else
{
uid = 9;
}
}
}
catch(e)
{
uid = 9;
}
return uid;
}
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